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1
Decision/action requested

It is proposed to add an Editor’s Note as a reminder that any authentication method defined in clause 6 of TS 33.501 can used also over untrusted non-3GPP access if SA2 chooses the solution ‘NAS-over-EAP-5G’ for registration over non-3GPP to the 5GC.  

Approve this pCR.
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3
Rationale

The messages for any authentication method defined for 5G have to be carried over the NAS protocol between UE and AMF. As the ‘NAS-over-EAP-5G’ solution allows carrying any NAS messages over EAP-5G over IKEv2, it can carry any authentication messages, in particular. 
For the rationale, see the discussion paper in S3-171957, which shows in section 4.1 how 5G AKA (still called EPS AKA* there) can be used with the ‘NAS-over-EAP-5G’ solution.
A companion pCR in S3-172472 proposes to include another Editor’s Note as a reminder for clause 6 on “Security for non-3GPP access to the 5G Core network”.

To avoid any misunderstanding, we state here: EAP-AKA’ remains a mandated authentication method for 5G phase 1 usable over both 3GPP- and non-3GPP access networks.

4
Detailed proposal

********************Start of pCR***********************************

11           Security for non-3GPP access to the 5G Core network

Editor's Note: This clause covers untrusted non-3GPP access.
Editor's Note: The current text in clause 6 restricts the use of 5G AKA to authentication over 3GPP access. This restriction needs to be re-visited once SA2 have taken their decision on the method for registration over untrusted non-3GPP access. If the method ‘NAS-over-EAP-5G’ is chosen by SA2 then the restriction can be removed, and the text in clause 11 needs to be written such that it allows any authentication method defined in clause 6 to be used also over non-3GPP access.

********************End of pCR***********************************

