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1
Decision/action requested

It is proposed to approve the contents for Clause 11 “Security for non-3GPP access to the 5G Core network”.
2
References
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[2]
3GPP TS 33.501 Security Architecture and Procedures for 5G System

3
Rationale

This pCR proposes the security related handover procedures between 3GPP and non-3GPP for clause 11 “Security for non-3GPP access to the 5G Core network”. The procedures are defined in clause 4.9.2 of TS 23.502 [1], however, they do not seem to be complete ones, because there are no interactions between source and target nodes; only usual PDU session establishment procedure is carried out followed by registration. Therefore, the procedures using handover command and focusing on security aspects are proposed. The cases for inter PLMN handover are not shown in this pCR, but mentioned as FFS by editor’s note.
4
Detailed proposal

******************START OF CHANGE**********************
11.x Handover between 3GPP and non-3GPP access networks
Editor’s note: Procedures for inter PLMN are FFS.
11.x.a


Intra PLMN handover from 3GPP to non-3GPP
Figure 11.x.a-1 shows the procedure for intra PLMN handover from 3GPP to non-3GPP. The procedure is carried out with the following steps.
1a (UE initiated case). UE shall send HO required message to gNB. The request includes UE’s identity (such as GUTI), UE’s capabilities. The message is protected by NAS security established in 3GPP access, and include an identifier of N3IWF to which UE connects to or connected in the past.
1b (Network initiated case). When gNB decides to start HO, gNB creates HO required message which includes UE’s identity (such as GUTI), UE’s capabilities.
2. gNB sends the HO required message to AMF. AMF relocation may be carried out based on the usual HO procedures.
3. AMF shall check whether the UE’s capabilities including security capabilities and access right to N3IWF are valid in order to decide whether AMF sends HO request.

4. AMF requests Source SMF to provide SM (Session Management) context, and SMF provides it to AMF. If the UE has multiple sessions, AMF sends the request to multiple SMFs. 

5. AMF derives KN3IWF to be sent to N3IWF.

6. AMF sends create session request to SMF based on the received SM context. SMF allocates resources for the session, and sends create session response to AMF.

7. AMF sends HO request to N3IWF. The N3IWF may be selected based on the identifier sent by the UE. The request includes information on session and bearer establishment. The request also include security context such as KN3IWF and identities of security keys (<Key Set Identifier for 5G>) along with security preferences for NAS and AS security of non-3GPP access.
8. N3IWF may check whether UE’s capabilities and access right are valid in order to decide whether it can accept the relocation request.

9. N3IWF allocates necessary resources for the bearer establishment and sends HO request ACK to AMF.

10. AMF sends HO command to the gNB, which includes security configurations.

11. gNB sends HO command to UE. gNB deletes security context used in 3GPP access.

12. IPsec is established between UE and N3IWF.

13. UE sends HO complete to N3IWF.

14. N3IWF sends HO notify to AMF. NAS security via non-3GPP access is established.
15. Bearer and session modification is carried out among N3IWF, AMF, target SMF and target UPF.
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Figure 11.x.a-1: Intra PLMN handover from 3GPP to non-3GPP
11.x.b


Intra PLMN handover from non-3GPP to 3GPP
Figure 11.x.b-1 shows the procedure for intra PLMN handover from non-3GPP to 3GPP. The procedure is carried out with the following steps.
1a (UE initiated case). UE shall send HO required message to N3IWF. The request includes UE’s identity (such as GUTI), UE’s capabilities. The message is protected by NAS security established in 3GPP access, and includes an identifier of gNB to which UE connects to or connected in the past.

1b (Network initiated case). When N3Iwf decides to start HO, N3IWF creates HO required message which includes UE’s identity (such as GUTI), UE’s capabilities.
2. N3IWF sends HO required message to AMF. AMF relocation may be carried out based on the usual HO procedures.
3. AMF shall check whether the UE’s capabilities including security capabilities and access right to N3IWF are valid in order to decide whether AMF sends HO request.

4. AMF requests Source SMF to provide SM (Session Management) context, and SMF provides it to AMF. If the UE has multiple sessions, AMF sends the request to multiple SMFs. 

5. AMF derives KgNB to be sent to gNB.

6. AMF sends create session request to SMF based on the received SM context. SMF allocates resources for the session, and sends create session response to AMF.

7. AMF sends HO request to gNB. The gNB may be selected based on the identifier sent by the UE. The request includes information on session and bearer establishment. The request also include security context such as KgNB, identities of security keys (<Key Set Identifier for 5G>) along with algorithm preferences for NAS and AS security of 3GPP access.
8. gNB may check whether UE’s capabilities and access right are valid in order to decide whether it can accept the relocation request.

9. gNB allocates necessary resources for the bearer establishment and sends HO request ACK to AMF.

10. AMF sends HO command to the N3IWF, which includes security configurations.

11. gNB sends HO command to UE. N3IWF deletes security context used in non-3GPP access. IPsec between UE and N3IWF is released.

12. UE sends HO complete to gNB. AS security is established.
13. gNB sends HO notify to AMF. NAS security via 3GPP access is established.
14. Bearer and session modification is carried out among gNB, AMF, target SMF and target UPF.
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Figure 11.x.b-1: Intra PLMN handover from non-3GPP to 3GPP
********************END OF CHANGE***********************
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