3GPP TSG SA WG3 (Security) Meeting #88Bis Adhoc
S3-172461
9-13 October, 2017, Singapore


Source:
NEC, Lenovo, Motorola Mobility, Samsung, AT&T, KPN
Title:
Update of clause 8.3 Security handling in mobility
Document for:
Approval
Agenda Item:
4.2.3
Abstract:
This pCR proposes detailed procedure for Security handling in mobility under clause 8.3 discussing security between UE and the access network. 
1
Rationale

This pCR proposes detailed procedure for Security handling in mobility under subclause 8.3 in TS 33.501 to elicit security procedures between UE and the access network during handover. The text proposed in this pCR is similar to the corresponding subclauses in TS 33.401 (mapping shown in companion contribution S3-172439). For the purpose of readability, only the changes from TS 33.401 are shown in track change mode. However, the entire text in this pCR is proposed for inclusion in TS 33.501.
Only the procedures involving the access network and its interaction with the UE during handover are captured in this subclause. The procedures involving the 5G Core network and its interactions with the UE during handover are captured in subclause 6.5 in the companion contribution S3-172459. 
2
Detailed proposal

*********** Start of change ***********

8.3.1.3.2
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.
During Xn handovers, the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first verify that the target cell is not forbidden and shall compute KgNB* from target PCI, its frequency EARFCN-DL, <other parameters> and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.5.

Next, the source gNB shall forward the {KgNB*, NCC} pair, the NSSAI and the UE mobility restrictions to the target gNB in the Xn HANDOVER REQUEST message. The target gNB shall check whether it supports the received NSSAI, if provided by the source gNB.The target gNB may use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

When the target gNB has completed the handover signaling with the UE, it shall send an N2 PATH SWITCH REQUEST to the AMF. Upon reception of the N2 PATH SWITCH REQUEST ACKNOWLEDGE message from the AMF, the target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs, if any.
8.3.1.3.3
N2-Handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover.
Upon receipt of the N2 HANDOVER REQUEST from the target AMF, the target gNB shall verify that the target cell is not forbidden and that the NSSAI is supported, if provided by the AMF. The target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex X with the fresh{NH, NCC} pair in the N2 HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair into the HO Command to the UE and remove any existing unused stored {NH, NCC} pairs. 
NOTE: The source AMF may be the same as the target AMF in the description in this subclause. If so, the single AMF performs the roles of both the source and target AMF, i.e. the AMF calculates and stores the fresh {NH, NCC} pair and sends this to the target gNB in the N2 HANDOVER REQUEST.

For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the  transparent container that shall be sent to the target gNB so that it can decipher and integrity verify the RRCReestablishmentComplete message on SRB1 in the potential RRCConnection Re-establishment procedure. 
*********** End of change ***********

