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1	Decision/action requested
[bookmark: _GoBack]It is proposed to approve the contents for Clause 6.2 (key hierarchy).
2	References
[1]	S3-171972, Computation of key left at the AUSF for EPS AKA* (Nokia)
[2]	S3-171973, Computation of key left at the AUSF for EAP-AKA’ (Nokia)
[3]	S3-172006, Providing details on the calculation of keys for the AUSF and SEAF (Qualcomm)
[4]	S3-171326, Proposed questions and agreements on the derivation of the anchor key (Qualcomm)
3	Rationale

3.1	General
[bookmark: _Hlk494719258]For the sake of progress, it is proposed to discuss the 5G key hierarchy in two separate parts as follows: from the K to the Kseaf and from Kseaf downwards. From K to the Kseaf is discussed in the present contribution. 
The key hierarchy from K to Kseaf has the following remaining aspects:
1) Key left at the AUSF. The current draft TS 33.501 states: ”In addition, the 5G security architecture also supports the feature that an authentication run may also result in a key called the K'AUSF left at the AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use.” There were two proposals at SA3#88 how KAUSF is obtained, see [S3-171972], [S3-171973] from Nokia and [S3-172006] from Qualcomm. 
2) Derivation of the Kseaf. There is an EN in clause 6.1.31 “Editor's Note: It is ffs whether the KSEAF is the MSK or a key derived from the EMSK.” Tdoc [S3-172006] proposes to use EMSK, while [S3-171973] does not take a stand (but we assume below that MSK is used for that key hierarchy).
Below are the key hierarchies implied from [S3-171972], [S3-171973] on the left and from [S3-172006] on the right.
	[S3-171972], [S3-171973]


	[S3-172006]





3.2	Key left at the AUSF 
3.2.1	Proposal in [S3-171972, S3-171973]
Description: Proposal in [S3-171972, S3-171973] is that the ARPF/UDM, based on a request from the AUSF, derives the Kausf from CK/IK in a similar way for both 5G AKA and EAP-AKA’ as shown above. Also, this proposal makes it possible to have Kausf as optional to implement. 
Stateless/ful aspects in network: In this proposal, the ARPF/UDM is always stateless. When Kausf is derived and stored, the AUSF will be stateful. When Kausf is not derived and stored, the AUSF will be stateless for 5G AKA, but it can also be made stateless for EAP-AKA’ if the EMSK is deleted after EAP-AKA’ is performed. 
Stateless/ful aspects in UE: Since Kausf is derived from CK/IK and since the UE deletes CK/IK after derivation of KASME*/CK'/IK', the UE needs to know beforehand via explicit signalling whether to derive the Kausf or not, irrespective of whether Kausf is later used or not.
Processing aspects: Extra key derivation processing is only needed when Kausf is supported. 
Other EAP methods: If other EAP methods than EAP-AKA’s are used, it is not clear how Kausf could be obtained. This is because other EAP methods, like EAP-TLS, may not be based on shared key and the ARPF/UDM may not be able to provide the Kausf.  
3.2.2	Proposal in [S3-172006]
Description: Proposal in [S3-172006] is to make the “main key hierarchy branch” such that a Kausf is always derived. For EAP-AKA’ it is proposed to use the first 256 bits of EMSK as Kausf and then derive Kseaf similarly as for 5G AKA. Furthermore, it is proposed to do XRES* derivation in AUSF so that the interface from UDM/ARPF becomes harmonized between the 5G AKA and EAP-AKA’ cases. 
Stateless/ful aspects in network: In this proposal, the ARPF/UDM is always stateless. Since Kausf is always derived, the AUSF will be stateful for both 5G AKA and EAP-AKA’ if the derived Kausf is stored. However, the AUSF can be made stateless if Kausf is deleted after Kseaf is derived. In this case the capability to support Kausf would mean the capability to store it.   
Stateless/ful aspects in UE: Since Kausf is always derived, the UE needs to know beforehand via explicit signalling whether the derived Kausf is stored or not, irrespective of whether Kausf is later used or not.
Processing aspects: Extra key derivation processing from Kausf to Kseaf is needed always even though Kausf storage would not be supported.
Other EAP methods: Since Kausf is based on EMSK, the solution would work also for other EAP methods since all EAP methods produce an EMSK.
3.2.3 Conclusion 
We believe that it is beneficial to derive the Kausf from the AUSF at the AUSF rather than at the ARPF/UDM. The reasons follow:
-	It works with all EAP methods.
-	Doing so lowers the load at ARPF/UDM which also handles N8 and N10 interfaces. 
-	From design perspectice, it's the AUSF who stores the key and it should be the one implementing derivation logic.
-	There is no extra request/response signalling from the AUSF to the ARPF/UDM. 
We also believe that it is beneficial to always derive the Kausf than conditionally deriving it. Then, its use is optional, which is OK. The reasons follow:
· If the key is derived, then it is more readily available to be used in future whenever there is a new use case for it, e.g. home network saving network preference at UE. 
· One extra step of deriving Kausf is not a big computational effort. We have done such things before, e.g. in LTE there was one extra step of truncating 256 bit keys to 128 bit keys. The minimal effort is negligible compared to the benefit it gives.
· It does not challenge the current assumption of optional implementation neither. Because optional implementation would mean storage than derivation.
· We could also reduce the signalling from the network to the UE by specifying that UE always stores the Kausf. Then, extra signalling is required only for the use of Kausf.
We suggest that the XRES* derivation at AUSF is not mixed up with this discussion.
With above argumentations, we believe that the proposal in [S3-172006] is preferred on the aspects that Kausf is always derived by the AUSF and the ME from the EMSK. 

3.3	Derivation of the Kseaf from MSK or EMSK
3.3.1	Proposal in [S3-172006]
Binding of Kseaf to the serving network: There is an interim agreement to bind the Kseaf to the serving network for all authentication methods. Tdoc S3-171822 shows are derivation of Kseaf from EMSK but did not motivate it.  Tdoc S3-171326 discussed a possible threat if MSK is used: 
As discussed in solution X.Y in [1], the means that for general EAP methods it is better to use keys derived from EMSK rather than MSK as the keys sent to the serving network. The reason is that MSK may be used in a non-5G use case and hence may be available to a non-AUSF. If this happens and MSK is used to derive the 5G keys, then an attacker with access to one of these non-AUSFs that gets MSK would be able to impersonate a 5G network. 
While this problem can be mitigated with an appropriate choice of AT_KDF_INPUT attribute in EAP-AKA’, it seems simpler in a unified authentication framework to have all EAP methods behave in the same way. For EAP-AKA’ this would mean that the key sent to the serving network is also calculated from the EMSK that resulted from the authentication and some variables to bind the key to the serving network 
The threat above gives the understanding that the MSK derived by AUSF in 5G would be given out to non-5G entities and could be used in a non-5G use case. However, this should not be possible since the AUSF should not give out the MSK to non-5G entities. 
Instead we believe the following threat was meant: The reason is that the same EAP method may be used in a 5G use case and non-5G use case and hence an MSK may be available to a non-AUSF. If this happens and the MSK is used to derive the 5G keys, then an attacker with access to one of these non-AUSFs that gets MSK would be able to impersonate a 5G network. In particular this could happen in the following way. The attacker acting as MiTM pretends to be a 5G network towards the UE and pretends to be the UE towards the non-5G network, and lures the UE to authenticate. UE believes to authenticate to a 5G network, and since the attacker has access to MSK in non-5G network, it can impersonate an 5G network towards the UE.  The attacker is then able to derive Kseaf itself. 
Since in EAP framework the MSK is given out from the EAP authentication server, e.g. to an access node, but EMSK stays in the EAP authentication server, it is more likely that an attacker could get access to MSK than to EMSK. Therefore, it seems more secure to use the EMSK as a basis for 5G keys for non-AKA EAP methods. For EAP-AKA’ the use of EMSK is not required for security reasons as MSK can already be bound to ‘5G’ context in the ARPF/UDM.
3.3.2	Proposal in [S3-171973]
Proposal in [S3-171973] does not discuss the use of MSK or EMSK, but it can be stated that the same observations as discussed above in clause 3.3.1 apply to it as well. If MSK is used for Kseaf derivation in EAP-AKA’, then EMSK needs to be used for non-AKA EAP methods anyhow. 
3.3.3	Conclusion 
The analysis from Tdoc S3-171326 seems valid and EMSK should be used as the key for deriving Kseaf for non-AKA EAP methods.
Proposal in [S3-172006] to use EMSK would harmonize the key derivations for all EAP methods. On the other hand, using MSK is more aligned with 4G key derivations and would allow more re-use of implementations, but require the use of EMSK for non-AKA EAP methods anyhow. 
4	Detailed proposal
It is proposed to derive the key left at the AUSF, i.e. Kausf, as proposed in [S3-172006]. In this case the capability to support Kausf would mean the capability to store it. Therefore, the requirement to keep the key left at the AUSF as optional to support and to use can be fulfilled.
It is proposed to use EMSK as the basis for Kseaf derivation. 
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