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1
Decision/action requested

It is proposed to approve the contents for Clause 6.3.2 (Handling security contexts within the serving network).
2
Rationale

This contribution provides generic content to clause 6.3.2 on Handling security contexts within the serving network in TS 33.501.
3
Detailed proposal

***** BEGIN CHANGES ***** 

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.

Any 5G security context shall be deleted from the ME if:

a) the tamper resistant secure hardware component is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a tamper resistant secure hardware component different from the one which was used to create the 5G security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no tamper resistant secure hardware component has been inserted to the ME.
KAMF shall never be transferred from the 5GC to an entity outside the 5GC.

Both the ME and AMF shall be capable of storing one non-current 5G security context and one current 5G security context in volatile memory. In addition, while connected to gNB the ME and AMF shall be capable of storing in volatile memory the NCC, NH and the related KAMF used to compute keying material for the current 5G AS security context.

Any successful run of the primary authentication procedure creates, by the definition in clause 3, a partial native 5G security context. This context shall overwrite any existing non-current 5G security context. 

UE shall use its current 5G security context to protect the Registration Request. However, there may be cases in which this 5G security context is not the current one in the AMF. In such cases, if the AMF receives a Registration Request protected with a non-current full 5G security context, then this context becomes the current 5G security context and the AMF shall delete any existing current 5G security context.

After a successful run of a NAS SMC relating to the ngKSI associated with an 5G security context, this context becomes the current 5G security context and shall overwrite any existing current 5G security context. 

NOTE 1:
The ME ensures that, whenever the native 5G NAS security context stored on the tamper resistant secure hardware component (if supported by tamper resistant secure hardware component) or in non-volatile memory of the ME is marked as valid during the process of changing state to RM-DEREGISTERED, it is consistent with the security context stored in the volatile memory of the ME. This is described in clause 6.4.1.2. 

The rules for handling 5G security contexts after a handover to NG-RAN are given in clause 8.

The full native 5G NAS security context (except for KNASenc and KNASint) shall be stored on the tamper resistant secure hardware component (if the tamper resistant secure hardware component supports RM parameters storage) or in the non-volatile memory of the ME (if the tamper resistant secure hardware component does not support RM parameters storage) only during the process of transitioning to RM-DEREGISTERED state or when an attempt to transition away from RM-DEREGISTERED state fails, as described in clause 6.4.1.1.2. The ME shall under no other circumstances store the 5G NAS security context parameters on the tamper resistant secure hardware component or non-volatile ME memory.

NOTE 2:
Only native 5G NAS security context is stored in the RM parameters file on the tamper resistant secure hardware component or in non-volatile ME memory. A mapped 5G NAS security context is never stored in these two places.
***** End of Changes *****

