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Decision/action requested

It is proposed to endorse the principles and proposals presented in this contribution for interworking between 4G and 5G Systems.
2
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3
Rationale

The topic of interworking has not received that much focus in SA3. This is essentially due to lack of progress in other working groups where the topic was down-prioritized. In addition, during the study phase, somehow it has always been assumed that the security mechanisms for interworking will be very similar to the legacy ones in 4G. 
3.1
High level requirements

Interworking involves network entities and data objects belonging to different generation systems. The general principle has been to adapt to the older generation in order to minimize impact on legacy infrastructure and ensure a seemingless deployment of the new one. This principle still applies.
Proposal 1: The security mechanisms for interworking shall minimize, if not possible to avoid, impact on 4G.

One of basic security requirements when introducing new features is that they should not break or weaken the security of the overall system. In fact, across generations, the trend has been that the security level did improve. This trend should be maintained.
Proposal 2: The security mechanisms for interworking shall maintain at least the same level of security compared to 4G. This does not overrule the introduction of improvements.

Following Proposal 1, the newer generation must adapt to the older generation. Nevertheless, this should not incur a restrictions or constraints on the 5G security mechanisms outside of interworking. More precisely, interworking with 4G should not prevent the independent evolution of 5G security, e.g. introducing new crypto algorithms, increasing the size of the MAC, etc.
Proposal 3: The security mechanisms for interworking shall not prevent the independent evolution of 5G security.
3.2
Security requirements
The security mechanisms for interworking should provide the means to protect the transfer of the UE context from the source to the target systems. How this transfer is triggered depends on whether the UE is idle or active. In idle mode inter-system mobility, the transfer is triggered by a NAS message from the UE to the serving CN entity in the target system. In active mode inter-system mobility (handovers), the transfer is triggered by an internal message (handover required) from the RAN to the serving CN entity within the source system, and then from the source serving CN to the target CN. So basically the transfer is initiated by the source system.
The transferred UE context contains security keys and other sensitive data, e.g. ongoing sessions, subscription permanent identifier, current UE location, etc. and therefore should be protected.

Proposal 4: The system shall provide mechanisms to protect the confidentiality and the integrity protection of the transferred UE context data for interworking.
If not authenticated, the trigger mechanism could be misused by misbehaving entities sending fake Registration Request messages in 5G areas causing the release of the UE context for idle UEs potentially still in 4G areas. Affected UEs would need to re-register and potentially re-authenticate again to gain access to services. In fact, this is a form of a DoS attack against the UEs. Therefore, the system shall provide the means to authenticate the trigger for the UE context transfer procedure. The threat here is more apparent in the idle mode inter-system mobility since the trigger message is issued by the UE via the target system to the source system, while for the active mode mobility (handover) it is initiated by the source system itself.
Proposal 5: The system shall provide a mechanism to authenticate the trigger message before transfer of the UE context for interworking.

3.3
Security mechanisms

The protection of the UE context data during transfer does not require additional security mechanisms besides the ones usually required for the internal network interfaces. Such mechanisms, i.e. NDS/IP, already cover the requirement for confidentiality and integrity protection captured by Proposal 4.

In case of inter-system handovers, the authenticity of the trigger message falls under the scope of the protection provided for the internal interfaces mentioned above since this message is internal and is not originating from an external entity, i.e. UE or an entity in another system.

The interfaces involved in interworking are the N2 and N26. For these interfaces, the system shall provide confidentiality, integrity and replay protection.

What remains to address is the authenticity of the trigger message in the idle mode inter-system mobility case. Now, since the interworking mechanism is preferably transparent to the MME (Proposal 1), it is worthwhile revisiting how the UE context is transferred between MMEs. In this case, the UE uses the current EPS security context to integrity protect the TAU message. The target MME forwards the trigger message as is and delegates the integrity verification to the source MME. The source MME releases the UE context including the security parameters only when the authenticity of the trigger message is verified. So basically, for idle mode inter-MME mobility within E-UTRA, the 4G System achieves the following:
1. It provides the source MME with the means to check the authentiticity of the trigger message
2. It provides the means to protect the UE context data over the S10 interface

3. It provides integrity protection of the intial NAS message between the UE and the target MME
Observe that items 1 and 2 already address the security requirements of clause 3.2. Item 3 is an optimization that relies on the assumption of mutual trust between MMEs. The optimization is that the NAS MAC is used to both integrity protect the initial NAS message and to securely release the UE context. 
In general, the trust assumption on which item 3 relies, applies between any core network entities within the same generation system. However, it does not need to apply between core network entities across different generation systems. In fact, the higher generation system can choose to trust the lower generation system. This would still fulfil the requirement in Proposal 2. Nevertheless, whenever possible, it is both better design and security if it doesn’t have to.
Following this line of reasoning, in the direction from 4G to 5G, the 5G system can always trigger an authentication procedure producing new keys and thus cutting ties with the source system. In the other direction from 5G to 4G, it is better if the 5G systems derives a new key for the 4G system and thus shields itself from the target 4G system. This is already supported in the legacy mechanism when moving from 4G to 3G and where the MME derives confidentiality and integrity keys (CK and IK) from the current KASME.
Proposal 6: The system shall provide backward security from 5G to 4G.

Forward security is not in focus here because the legacy principle still applies. In fact, it is assumed that the target system will always have the option to run a new authentication generating new fresh keys and thus cutting any form of dependency with the source system. Therefore, forward security in both direction is achieved via a re-authentication procedure, e.g. based on the operator’s security policy. 

Going back to the issue of initial NAS message protection this is not directly relevant for the transfer of the UE context as the context is transferred before handling of the initial NAS message. Nevertheless, whenever possible, the system shall provide the means to integrity protect that message.
Proposal 7: The system shall provide integrity protection of the initial NAS message for idle mode mobility both from 5G to 4G and from 4G to 5G.
3.4
Proposed solution
3.4.1 Introduction
We propose a solution for inter-system idle mode mobility where the 5GS behaves as the EPS. This solution does not require any modifications of existing MMEs. In brief there are two cases.

· 5GS to EPS: In this case, the UE and AMF derive a EPS security context which is used to perform a handover as done between two MMEs. 

· EPS to 5GS: In this case, the UE derives a 5G security context from the EPS security context and sends a protected Registration Request message to the AMF. This Registration Request message contains a NAS context transfer token that contains a LTE TAU Request message which is protected with the existing EPS security context. The AMF uses this LTE TAU Request message to perform a context transfer with the MME as done between two MMEs. The AMF then derives the same 5G security context derived by the UE and verifies that this Registration Request message was valid.
3.4.2
Key identification
It is proposed that the ngKSI has the same format as the eKSI. The ngKSI would then be encoded in a way that allows the recipient to identify the type. The legacy encoding allows for 2 different types and for 7 different values which we assume is more than enough. This is because it is expected that the UE will not maintain more than two 5G security contexts (one per PLMN) at a time, as the UE can be registered to two PLMN’s simulatenously in the case of 3GPP and N3GPP access. 

The type field identifies whether this a 4GKSI or 5GKSI. The type 5GKSI, indicates that the anchor key has been established by an authentication run in the 5G Systems. The type 4GKSI indicates that the key has been derived from a 4G anchor key, i.e. KASME.
Figure 1 illustrates how new ngKSI’s are allocated. The allocation of a 5GKSI identifier takes place at the AMF (Figure 1.a). The confirmation action is implicit and is used to illustrate when the AMF gets the proof that the UE received the new value and successfully used the identified key.
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Figure 1 ngKSI allocation
The allocation of a 4GKSI identifier is performed by the UE (Figure 1.b). This is only required for idle mode mobility from 4G to 5G whenever the UE does not have a 5G security context. The UE creates a 5G security context from the EPS security context and uses that to protect the initial Registration Request message. The derivation process is explained in more details below. The confirmation step here is also implicit and is inferred from the successful verification of any protected downlink NAS message following the initial Registration Request.
For the allocation of the value field in a 4GKSI, the UE uses the same value from the eKSI of the EPS security context. The inclusion of the original eKSI or at least the missing parts (i.e. the type) in the Registration Request is needed for the Context Transfer procedure. Observe that this also enables the AMF to identify whether the original 4G security context is mapped or native. This could form the basis for a re-authentication policy rule so the use of keys originating from lower generations is limited. 
Figure 2 illustrates how eKSI’s are allocated from ngKSI’s. This is only required for idle mode mobility from 5G to 4G whenever the UE does not have an EPS security context. The allocation of an eKSI is performed by the UE. The UE creates a mapped EPS security context from the 5G one and uses it to protect the TAU message. The derivation process is explained below in more details. The confirmation step here is also implicit and is inferred from the successful verification of any protected downlink NAS message following the initial TAU message. 
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Figure 2 eKSI allocation from ngKSI
3.4.3
Security context creation
3.4.3.1
Key derivation

On the UE side, it is expected that all the operation related to the creation of a mapped security context (for 4G or 5G) are performed in conjunction with the allocation of a new ngKSI or eKSI (Figure 1.b and 2). 
For idle mode mobility from 4G to 5G, the UE uses the most recent NAS UL COUNT in the EPS security context as a freshness input for the derivation of a KAMF from the current KASME. Observe that in case of idle mode mobility in 4G, the NAS UL COUNT is incremented. Now because interworking with 5G is transparent to the MME, the MME would be expecting an integrity protected TAU message from the AMF for the context transfer procedure. Therefore, the NAS UL COUNT value in the EPS security context taken for the KAMF derivation is the one that would have been used if this was TAU procedure.
The problem is that handovers do not involve the exchange of NAS messages before the derivation of the AS keys. Therefore, to avoid the reuse of the same NAS UL COUNT value, it is required that the NAS UL COUNT in the EPS security context is also incremented for the derivation of a KAMF key in the handover from 4G to 5G case. Note that this operation has to be performed on the AMF side as well, upon the reception of the UE context from the source MME.
For idle mode mobility from 5G to 4G, the same mechanism applies. More precisely, the UE uses the NAS UL COUNT in the 5G security context and the KAMF to derive a KASME key. For similar reasons, incrementing the NAS UL COUNT is also required in the handover from 5G to 4G case. The difference here is that the AMF is aware of the usage and could potentially record the same incremented value upon reception of the Relocation Response from the MME.
3.4.3.2
Handling of the NAS COUNT’s
The assumption here is that in a 5G NAS security context there could be at most two pairs of NAS COUNTs, one for each access type (i.e. 3GPP and non-3GPP). Therefore, it is proposed that the creation of a 4G mapped security context only involves the NAS COUNTs used over the 3GPP access. Now since the resulting mapped security context is based on a fresh key, the corresponding NAS COUNTs could be set to the initial value of 0. This applies in both directions.
3.4.4
Context transfer mechanism

First it is assumed that there is a mechanism for mapping a 5G-GUTI to a 4G-GUTI. This because in idle mode inter-system mobility from 5G to 4G, the source AMF would expect a TAU request message and a 4G-GUTI from the target MME. Since the format of a 5G-GUTI is being changed compared to that of the 4G-GUTI, there must be a mechanism to derive a 4G-GUTI (understandable by the target MME) and that still can be used in the source AMF to locate the UE context. 

Now once we assume that, the source AMF would simply need to mimic the behaviour of a source MME. More precisely, the source AMF creates the mapped EPS security context based on the included eKSI; uses the mapped EPS security context to verify the NAS-MAC in the TAU request message. The AMF translates and hands over the UE context (including the mapped EPS security context) only ifthe verification of the NAS-MAC succeeds.

In the other direction (idle mode mobility from 4G to 5G), the UE creates a minimal 4G NAS TAU request message and integrity protects it using the current EPS security context. This minimalistic 4G NAS message is henceforth referred to as a context transfer token. Both the context transfer token and the 4G-GUTI would be then included in the Registration Request message. Recall that this Registration Request message would be protected by a newly created 5G security context mapped from the current 4G one.
The target AMF defers the verification of the integrity protection of the Registration Request message until after the context transfer procedure is completed and the AMF has access to the keys used to protect it. In the Context Request message toward the source MME, the target AMF includes the context transfer token and the 4G-GUTI exactly like a target MME would do. Upon the reception of the UE context (including the EPS security context) from the source MME, the AMF creates the mapped 5G security context and proceeds with the remaining steps.

3.4.4
Protection of initial NAS message
It is proposed that the initial NAS message is protected using the mapped security context. This NAS message would be a Registration Request in case of idle mode mobility from 4G to 5G and a TAU message in case of idle mode mobility from 5G to 4G. Since algorithm selection can not take place before a NAS SMC procedure in the source System, it is proposed to compute the NAS MAC using a hash function, e.g. the one used in the KDF.
4
Detailed proposal

The solution described in this discussion is implemented in TS 33.501 [2] by a set of following pCRs that are to be discussed separately. The proposal here is to endorse the principles and the proposals motivated here for potential solutions for interworking. 
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