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1
Decision/action requested

Approve this pCR.
Note that the part on 4.2.11 is completely independent of the decision on the solution for non-3GPP access!
2
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TR 33.821, v900. (Note that such a TR cannot be referenced from a TS.)
3
Rationale

Requirements:

The present contribution starts from the observation that there are requirements on authentication in the specifications for the 3G security architecture [9] and the 4G security architecture [10], but, so far, not in TS 33.501. We propose to remedy this situation with the present pCR. 
Furthermore, we add requirements on authorization. When studying subclause 5.1.2 of TS 33.102 [9], which is entitled ‘entity authentication’ it turns out that the network-to-UE part would have been better subsumed under ‘authorization’. We take the formulation from there and adapt it for our definition of “serving network authorization by the home network” below. Basically, any serving network that can retrieve authentication vectors from the home network qualifies as being authorized by the home network in this sense. 
The authors of TS 33.401 [10] were a little lazy in that subclause 5.1.2 of [10] on entity authentication simply refers back to subclause 5.1.2 of [9], without any additional text on authentication requirements. This is somewhat unfortunate as 4G does provide a new authentication feature compared to 3G, namely serving network authentication. A description of the latter can only be found in the solutions text in [10]. We attempt to do better for 5G and include a requirement on serving network authentication in the present pCR. The introduction of serving network authentication into 4G was motivated at the time by research papers showing how a serving network that was fraudulent, or sloppy on security, and had not been recognized as such by the home network, could lead to fraud on the UE; an attacker would be able to obtain authentication vectors from that problematic serving network and could use the AVs on the UE anywhere, even when the UE was in its home environment. One paper claimed e.g. that UMTS AKA was vulnerable to a variant of the so-called false base station attack. More details can be found in TR 33.821, clause 7.4.2.2.
Authentication of the serving network identifier is particularly useful when the authenticated identifier is subsequently used for authorization decisions on the UE side. Note that “Serving network authorization by the home network”, cf. above, does not allow the UE any assurance about the identifier of the serving network. We therefore include a requirement on “serving network authorization by the UE”. The use of corresponding solutions is certainly optional, but we feel that a minimum support in the UE needs to be mandated. This is explained in a companion contribution S3‑172399 on visibility and configurability. 
We further propose a requirement setting the granularity of network-to-UE authentication in 5G to the serving network level. (We feel that this has been tacitly assumed by people in SA3 anyhow, so this should not come as a surprise.) We believe that the authentication of base stations or non-3GPP interworking functions, i.e. the corroboration of their identifiers by the UE, would not add any value for the UE because these identifiers will be largely meaningless to the UE. It is fully sufficient for the UE to know that it is served by an access network that has been authorized by the serving network to do so. Hence, we add a requirement on access network authorization. The latter is nothing new either as it is a property of 3GPP access to the EPC already (but not of non-3GPP access in 4G).
Clarification on solution in clause 6.1.1.3
We propose to add one sentence to the clause, which currently describes how serving network authentication works in 5G. The sentence is meant to emphasize that the solution works for all types of access networks. 

Consequences for untrusted non-3GPP access in clause 11
Because authentication of non-3GPP interworking functions (N3IWFs) by the UE is not required in 5G it is not required either that the UE authenticates the N3IWF by means of certificates in IKEv2. It is true that RFC 7296 requires public key authentication of the IKEv2 responder, but the attack meant to be addressed by this, the lying NAS (Network Access Server) attack, is addressed in 5G by serving network authentication. The latter is not a concept that could have been taken into account in RFC 7296 as, by its nature, the RFC could not discuss all potential architectures in which the use of IKEv2 might be embedded. This is explained in text proposed to be added to clause 11 on non-3GPP access, cf. especially the text proposed for the NOTE at the end. 
And, by the way, while certificates for ePDGs in 4G do serve a purpose it seems that they are not (much) used in practice. In contrast, in 5G, people not bothering to deploy certificates will now have a good justification for this. 

4
Detailed proposal

********************Start of pCR***********************************

5.x (new)
Authentication and Authorization

The 5G system shall satisfy the following requirements: 

Subscription authentication: The serving network shall authenticate the Subscription Permanent Identifier (SUPI) in the process of authentication and key agreement between UE and network.
NOTE: A similar requirement is already satisfied in 2G, 3G, and 4G. 
Serving network authentication: The UE shall implicitly authenticate the serving network identifier. The meaning of ‘implicit’ here is that authentication is provided through the successful use of keys resulting from authentication and key agreement in subsequent procedures. 
NOTE: A similar requirement is already satisfied in 4G for 3GPP access networks. Clause 6 of the present document describes how it is achieved in 5G. The preceding requirement does not imply that the UE authenticates a particular entity, e.g an AMF, within a serving network. 
NOTE: There is no requirement in 5G that the UE authenticates an access network, or a particular entity, e.g a gNB or an N3IWF, within an access network. 
UE authorization: The serving network shall authorize the UE through the subscription profile obtained from the home network. UE authorization is based on the authenticated SUPI.
NOTE: This feature is already present in 2G, 3G, and 4G. 
Serving network authorization:
a) Serving network authorization by the home network: Assurance shall be provided to the UE that it is connected to a serving network that is authorized by the home network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful authentication and key agreement run.
NOTE: This feature is already present in 3G and 4G. 

b) Serving network authorization by the UE: This type of authorization may be performed by the UE, or a human user or an application on the UE, when the UE registers with a serving network. It is based on the authenticated serving network identifier. The UE shall provide support for this type of authorization as indicated in clause 5.4. 
NOTE: This feature is useful to counter certain fraud scenarios. 
Access network authorization: Assurance shall be provided to the UE that it is connected to an access network that is authorized by the serving network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful establishment of access network security. This access network authorization applies to all types of access networks. 
NOTE: A similar requirement is already satisfied in 4G for 3GPP-defined access networks. For non-3GPP access in 4G, this requirement does not apply as the ePDG is not provided with a key derived by a serving network, but one derived by the 3GPP AAA server in the home network. Furthermore, the ePDG is authenticated to the UE by means of a certificate. 
********************Next change***********************************

6.1.1.3
Granularity of anchor key binding to serving network

The primary authentication and key agreement procedures support the binding of the anchor key to the serving network. This prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 
This implicit serving network authentication is provided to the UE irrespective of the access network technology, so it applies to both, 3GPP and non-3GPP access networks. 
Furthermore, the anchor key provided to the serving network is also specific to the authentication having taken place between the UE and a 5G core network, i.e. the anchor key is cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.

The anchor key binding is achieved by including a parameter called “serving network name” into the chain of key derivations that leads from the long-term subscriber key to the anchor key. 

The value of “serving network name” is equal to the string ‘5G’ prepended to the VPLMN Id of the serving network to which the anchor key is sent by the AUSF. 

The chain of key derivations that leads from the long-term subscriber key to the anchor key is specified in clause 6.1.3 for each (class) of authentication methods. The key derivation rules are specified in Annex A. 

NOTE: No parameter like ‘access network type’ is used for anchor key binding as 5G core procedures are supposed to be access network agnostic.

Editor’s Note: The compatibility of serving network authentication with network sharing scenarios is ffs.

******************** Next change ***********************************

11           Security for non-3GPP access to the 5G Core network

Editor's Note: This clause covers untrusted non-3GPP access.

11.1 General
Security for non-3GPP access to the 5G Core network is achieved by a procedure using IKEv2 as defined in RFC 7296 [xx] to set up one or more IPsec ESP [xx] security associations. The role of IKE initiator (or client) is taken by the UE, and the role of IKE responder (or server) is taken by the N3IWF.

During this procedure, the AMF delivers a key KN3IWF to the N3IWF. The AMF derives the key KN3IWF from the key KAMF and, hence, indirectly from the anchor key. The key KN3IWF is then used by UE and N3IWF to complete authentication within IKEv2.
As stated in clause 5.x, in 5G, there is no requirement on the UE to authenticate the N3IWF; it is sufficient for the UE to know that the N3IWF has been authorized by the authenticated serving network to serve the UE (called “access network authorization” in clause 5.x). This is achieved through the successful use of the key KN3IWF. 
NOTE: RFC 7296 [xx] requires that “An implementation using EAP MUST also use a public-key-based authentication of the server to the client before the EAP authentication begins, even if the EAP method offers mutual authentication.” This requirement is meant to address the so-called lying NAS (Network Access Server) problem, i.e it prevents an active attacker to impersonate another IKE server. For this reason, it was required in 4G that certificates shall be used to authenticate the ePDG, cf. TS 33.402 [xx]. In 5G, corresponding N3IWF certificates are not required because serving network authentication is sufficient according to clause 5.x. Note that there is no equivalent of serving network authentication for non-3GPP access in 4G. 
11.2 Security procedures
********************End of pCR***********************************

