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1
Decision/action requested

This pCR proposes normative requirement covering where SUCI is calculated
2
References
[1]
S3-172147: draft TS 33.501 v0.3.0

3
Rationale
At the last SA3 meeting, it was agreed that the home network public key used for the calculation of the SUCI (Subscription Concealed Identifier) shall be stored on the tamper resistant secure hardware component. However, where in the UE the SUCI calculation is performed is still open in the draft TS 33.501. 

The following important points should be noted regarding the SUPI:

1. The non-tamper resistant secure component of the UE (ME) needs to have access to the SUPI in clear for various reasons (e.g., SIM lock, IMS registration, use of the Rel-15 capable UICCs in MEs that do not have 5GS capability). 
2. With the subscription identifier privacy feature, we are not trying to hide the SUPI from the ME, but from the passive and active attackers exploiting the over-the-air interface. 
3. No security issues in providing SUPI to the ME has been identified. Some have claimed at the last SA3 meeting that if the public key is provided to the ME for purposes of the calculation of the SUCI, then a compromised component at the ME (e.g., malware in the ME) may tamper with the public key. If such an attack where to happen, the result will be denial of service to the UE as the home network would not be able to derive the correct SUPI from the SUCI. Even if the SUCI is always calculated by the tamper resistant secure hardware component of the UE, then the same compromised component at the ME may tamper with the SUCI, leading to the same denial of service attack. Therefore, there is no security benefit in requiring that the calculation of SUCI be done by the tamper resistant secure hardware component.

On the other hand, requiring or supporting SUCI generation be done by the tamper resistant secure hardware component has following disadvantages:

a. Increased latency for 5G Registration: Due to the use of asymmetric crypto, calculation of the SUCI is computationally expensive. Since the computational capabilities of the tamper resistant secure hardware component will be substantially lower than that of the ME, combined with the need for the ME to communicate with the former (e.g., using ME-UICC interface) to get the SUCI would add substantial latency to the 5G Registration procedure. Any additional latency introduced to 5G registration shall be avoided especially when it is not needed for the security of the 5G system. This is because the time it takes to make the first call upon power on of the UE is extremely important not only for the user experience but also due to the need to support low latency applications with 5GS. Note that even if the 5G GUTI is available at the UE, it may not be useable in many scenarios such as mobility (e.g., PLMN change, registration area change), AMF relocation due to service mobility, lack of inter-AMF interface.

b. Need for the ME to support SUCI calculation even if SUCI calculation by the tamper resistant secure hardware component is allowed: This is because, it may be possible for many MNOs to update their existing UICCs in the field to add the files (EFs) necessary to store the home network public key, but cannot field upgrade to support the SUCI calculation. To support the use of such UICCs and still provide subscriber privacy, the ME needs to support the SUCI calculation. Unnecessary support of SUCI calculation in two places (i.e., at the ME as well as at the tamper resistant secure hardware component) in the UE must be avoided.

c. Need to introduce additional protection schemes for SUCI during the expected 5GS lifetime: During the lifetime of 5G system, if any existing protection scheme gets compromised, there will be a need to introduce additional protection schemes. This is especially true with the use of asymmetric cryptos for subscriber privacy due to the advent of quantum computing. It will be easier to introduce new protection schemes in the future to the MEs rather than to the tamper resistant secure hardware component as the MEs are upgraded much more often than the UICCs.

Based on the above reasons, we conclude that the SUCI calculation shall only be allowed to be performed by the ME. 

4
Detailed proposal

SA3 kindly requested to agree on the following pCR to TS 33.501.
============ BEGIN CHANGES =========
5.1.5
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

UE shall support 5G-GUTI.

SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The home network public key shall be stored on the tamper resistant secure hardware component. If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided.

The calculation of the SUCI from the SUPI using the home network public key at the UE shall be performed outside the tamper resistant secure hardware component. 
Editor's note: Whether the ME will choose the "null-scheme" if the tamper resistant secure hardware component does not include the home network public key is FFS. For example, whether the ME will choose the "null-scheme" if the public key is not stored in the USIM. 

Editor's note: It is FFS how the UE can connect to 5G network without concealing the SUPI. 

Provisioning, and updating the home network public key shall be in the control of the home network. 

NOTE:
The provisioning and updating of the home network public key may be implemented using e.g. the Over the Air (OTA) mechanism. The provisioning and updating of the home network public key is out of the scope of the present specification.

========== END OF CHANGES =============

