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1
Decision/action requested

SA3 should agree on the changes.
2
References

[1]
3GPP TS 33.501.
3
Rationale

3.1
Introduction
In SA3#88 the SUCI null-scheme was introduced into the TS. This raised questions on which nodes are allowed to influence the selection of the null-scheme. In particular, the question was how can we allow the null-scheme to be used in case of regulatory requirements without allowing false base-stations to force the use of null-scheme the SUPI.
In this contribution, we describe which actors may be considered to influence the choice of null-scheme and discuss weather and under what circuimstances they should be allowed to do so.
SA3 has introduced the null-scheme (Annex C.1 in TS 33.501) which shall be used in cases when other privacy protection of SUPI are not applicable. SA3 discussed three cases when the UE may be required to use the null-scheme. 

1.
If the operator has chosen the null-scheme for a specific UE.

2.
If there are regulatory requirements that mandates use of null-scheme.

3.
If a legacy USIM is used.
What follows is a discussion on which parties could be considered to influence the choice of null-scheme and why. The discussion ends with a summary and a proposal for agreements that will guide our way forward.
3.2
Null-scheme required by the Serving Network

In SA3#88 it was indicated that usage of null-scheme is not required by LI. However, there might be cases where encryption banning disallows use of schemes other than the null-scheme. 

It is unclear if encryption banning applies to SUCI as it is one-way communication that contains an identifier without additional data. This could be compared to the GUTI where the identifier is hidden although not encrypted. Further, if having the SUPI sent in the clear is a requirement, this could be solved by the LI compliance solution. For example, if the SUPI is sent in a protected NAS message from the UE to the serving network, then, in countries with encryption-banning, this NAS message will use null-encryption and the SUPI will be sent in the clear when registration is complete.

Observation 1: It might be unnecessary for SA3 to adapt a solution where the serving network forces the usage of null-scheme.

If the serving network must be able to mandate usage of the null-scheme this requires that the UE is able to authenticate and authorize this choice. It seems to be agreed that this authorization cannot be done solely based on information from the serving network as the UE can not authenticate the serving network without the help of the home network. For example, it is unclear if a solution that does not authenticate the serving network could avoid that an IMSI catcher asks the UE to use the null-scheme.

This leaves two solutions for how to handle the case when the serving network requires use of null-scheme. 
1. The HN informs the UE that the null-scheme shall be used for this specific authentication at this serving network

2. The UE uses some pre-provisioned information to decide that the null-scheme can be used

In case 1. the UE informs the SN of its HN and the UE receives a proof via the SN from the HN that the HN allows null-scheme to be used for this SN. For example, the UE sends its SUCI which is forward to the HN but the HN replies in an integrity protected message that the null-scheme must be used. In this solution, the UE would in fact use encryption in the first message although prohibited by regulation. Another solution would be that the SN broadcasts that null-scheme has to be used, the UE sends its MCC/MNC to the SN which uses this to receive proof from the HN that can be used to turn on the null-scheme at the UE. This proof must be based on a HN Public/Private Key as the HN does not know which UE is requesting to use the network. Note that the both solutions adds a delay at initial registration which might not be preferred. Additionally, in both solutions it must be ensured that the message from the HN cannot be re-played and cannot be used by another serving network.

The only solution we see for Case 2 requires user interaction. In this solution, the tamper resistant secure hardware component could be provisioned with a list of countries where the null-scheme is mandated. When the UE receives a SIB in this country it requires user interaction. In this interaction, the user is informed which country they appear to be in and prompted to agree to use the null-scheme. If the user is not in that country it would raise suspicion. This is not an ideal solution as it requires user interaction and user knowledge.

Observation 2: If the visited network should be able to mandate use of null-scheme then the HN must authorize this and the VN must provide this authorization as proof to the UE.
3.3
Null-scheme when chosen by Operator

In case a legacy USIM is used it may not be possible to provide other SUPI privacy functionality than the null-scheme. To ensure that legacy USIMs can be used SA3 has agreed that if a legacy USIM is used, then the UE will use the null-scheme. 

Observation 3: In case a legacy USIM is used then the UE will use the null-scheme.
As there might be more than two SUPI privacy schemes, it is expected that there is some indication in the tamper resistant hardware component of which scheme is to be used.

Observation 4: The operator can indicate which SUPI privacy scheme to use in the tamper resistant hardware component.
3.4
Null-scheme when chosen by the user

SA3 does not have the principle to leave configuration of security algorithms to the user. It does not make sense to allow users to decrease their security & privacy level when connecting to their home operator. In case of roaming, the only reason for leaving this choice to the user would be if the solution for null-scheme selection in case of regulatory requirements is based on user interaction. In such a solution, the home network would first indicate that only null-scheme is allowed as discussed in 1.2.
Observation 5: The user should not be allowed to select which privacy scheme to use without any home network interaction.
3.5
Summary

Observation 1: It might be unnecessary for SA3 to adapt a solution where the serving network forces the usage of null-scheme.

Observation 2: If the visited network should be able to mandate use of null-scheme then the HN must authorize this and the VN must provide this authorization as proof to the UE.
Observation 3: In case a legacy USIM is used then the UE will use the null-scheme.
Observation 4: The operator can indicate which SUCI scheme to use in the tamper resistant hardware component.
Observation 5: The user should not be allowed to select which privacy scheme to use without any home network interaction.
4
Detailed proposal

***
BEGIN CHANGE
***
5.1.5
Subscriber privacy 



UE shall support 5G-GUTI.

SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The home network public key shall be stored on the tamper resistant secure hardware component. The SUPI protection sheme idenfitier shall be stored in the tamper-resistant secure hardware component. If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided. 


Editor's note: It is FFS how the UE can connect to 5G network without concealing the SUPI. 

Editor's note: Where the calculation of SUCI is done is FFS. 

Provisioning, and updating the home network public key shall be in the control of the home network. 

NOTE:
The provisioning and updating of the home network public key may be implemented using e.g. the Over the Air (OTA) mechanism. The provisioning and updating of the home network public key is out of the scope of the present specification.

***NEXT CHANGE
***

6.8.1
Subscription permanent identifier 

Editor's note: Most of the content of the present clause is related to the SUCI. This conflicts with the title of the clause (that refers to SUPI). 

In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI. The SUPI is defined in 3GPP TS 23.501. The SUCI is a privacy preserving identifier containing the concealed SUPI. 

The UE shall include a SUCI only to the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message; 

Editor's note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate SUCI using "null-scheme", with the following exceptions:

-
if the UE is making an emergency call, and it does not have a 5G-GUTI to the chosen PLMN; 

-
if the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate SUCI using "null-scheme"; and

- 
if the home network has not provisioned the public key needed to generate SUCI. 



Editor's note: Privacy provisioning is FFS. 

Editor's note: The emergency services are FFS.
***NEXT CHANGE***

C.2 
Null-scheme  

The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.



***
END OF CHANGES
***

�Not necessary any more because we have content.


�Removed because the last sentence of the paragraph above already covers it.


�Removed because of discussion part.


�Removed because of discussion part.






