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1
Decision/action requested

It is requested to add a new subclause to 8.1.2.1. The content of the contribution is about initial AS security context establishment regarding only the algorithms negotiation for RRC (i.e., user plane aspects are not covered).  
2
Rationale

It is necessassry to standardize initial AS security context establishment in TS 33.501, corresponding to the Clause 7.2.4.2.1 in TS 33.401.
To that end, the agreements made in SA3#88 which were captured by S3-172164 (Agreements and open issues on Radio Access network protection) are relevant. The agreements related to RRC are as follow (proposals are numbered to enable referencing):

	RRC security

Proposal 1: RRC security can be neogtiated indpendently of user plane security. 
Proposal 2: RRC security will be same as in LTE.
Algorithm selection

Proposal 6: the gNB selects the DRB and SRB algorithms.


RRC security includes (1) algorithm selection for confidentiality and integrity protection, as well as (2) activation of confidentiatlity and integirty protection. 
Only #(1, algorithm selection) is being proposed in the following pCR respecting the Proposal1, the Proposal2, and the Proposal6. 
It is to be noted that #(2, activation of RRC security) is not in the scope of this contributiuon. 

It is also to be noted that algorithm selection and activation of UP security are not in the scope of this contribution.
3
Detailed proposal
Changes are proposed below. The corresponding clause in TS 33.401 is Clause 7.2.4.2.1.
*** BEGIN CHANGES ***
8.1.2.1
Procedures for AS algorithm selection

8.1.2.1.0
Initial AS security context establishment
Editor’s Note
: Further updates to description in this clause, according to agreement on user plane algorithm selection, are FFS.
Initial AS security context establishment for the RRC shall be according to the following
. Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is to be established in the gNB, the AMF shall send the UE 5G security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The chosen ciphering algorithm is used for ciphering of the RRC traffic. The chosen integrity algorithm is used for integrity protection of the RRC traffic. Activation of ciphering and integrity protection for the RRC traffic is discussed in Clause <FFS>.
*** END OF CHANGES ***
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