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1
Decision/action requested

This contribution discusses an issue with the secondary authentication and proposes a solution to fix this issue
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3
Discussion
In SA3 #88, S3-172008 pointed out a potential issue with current secondary authentication procedure specified in TS 33.501, clause 12, when the credentials used for secondary authentication can also be used in other cases, in particular, outside of the secured NAS connection.  This contribution elaborates on the potential attack scenario and proposes a solution. 

Pre-Condition for MITM Attack 

1) Real UE has both 3GPP and non-3GPP access (i.e., WiFi).

2) Real UE has successfully preformed primary authentication to 5G core network (via 3GPP access) as specified in TS 33.501, clause 6. 
3) MITM UE has successfully performed primary authentication to 5G core network (via 3GPP access) as specified in TS 33.501, clause 6.  The MITM UE is a legitimate UE with a valid Network Subscription but malicious intent. The MITM UE plays a dual role as WLAN AP to Real UE and a legitimate UE to the 5G Core Network (CN).
4) Credentials (between UE and DN) used for secondary authentication can also be used in other cases, in particular, outside of the secured NAS connection.
Attack Scenario
1) Real UE connects to a rogue WLAN AP (provided by MITM UE).  
2) MITM UE starts Secondary authentication by sending PDU session request with Real UE’s identity.  this leads to the start of EAP exchanges between Real UE and external AAA via MITM UE. 
3) Upon successful EAP authentication, KMSK is generated between Real UE and external AAA server.

4) MITM UE gains access to the network configuration to send / receive data to / from UPF.  This will enable the MITM UE to connect to the DN via UPF, for accessing services (i.e., able to send and receive user plane traffic to/from DN) while Real UE is being billed for it. 
Figure 1 depicts the flow for this attack scenario.
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Figure 1: MITM Attack for Secondary Authentication with External DN-AAA Server.

Observation 1: The above attack is possible due to lack of security association between Real UE and UPF upon successful secondary authentication.  This means that UPF would not be able to determine whether the user plane traffic is sent from Real UE or MITM UE.  
Proposal:  A successful secondary authentication should also establish a Security Association (SA) between UE and UPF by creating a key binding derived from the SAs between UE and AMF (generated as a result of primary authentication) and between UE and SMF (generated as a result of secondary authentication).

For non-3GPP access, as per clause 4.12.5 "UE requested PDU Session Establishment via Untrusted non-3GPP Access" in [3], the connection between UE and N3IWF shall be protected by IPSec tunnel. Authentication messages between the UE and Core network and as well as user plane traffic from UE to core network will go inside the IPsec tunnel. 

Observation 2: If Real UE can only be allowed to perform EAP exchange to external DN via IPsec tunnel (between UE and N3IWF) established during non-3GPP access procedure, the MITM UE attack described above can be avoided.
Observation 3: If Real UE can only be allowed to perform EAP exchange with External DN inside Secure NAS connection, the MITM UE attack described above can be avoided. 
4
Conclusion

Current secondary authentication procedure specified in [1] can be vulnerable to MITM attack as described above. This MITM attack caused by legitimite UE with malicious intent  needs to avoided.
If SA3 determines that the MITM attack needs to be avoided , we ask SA3 to consider the solution proposal in accompanied pCR in S3-172318.
