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1
Decision/action requested

This contribution proposes a new key issue on security protection of messages exchanged with customers
2
References

[1]
3GPP TR 28.801 V2.0.1 (2017-09), "Study on management and orchestration of network slicing for next generation network" 


3
Rationale





The service management, network management, and infrastructure management can be offered to a third party, as described in TR28.801 [1]. This will be realized through message exchanges between the network and the third party through a designated interface. The messages must be securelty protected. 
4
Detailed proposal





pCR

***
BEGIN CHANGES
***

5
Key issues

5.X
Key Issue #X: Security protection of messages exchanged with customers
5.X.1
Key issue details

The service management, network management, and infrastructure management can be offered to a third party. This will be realized through message exchanges between the MNO network and the third party through a designated interface. The messages must be securelty protected. 
5.X.2
Security threats 

An attacker may eavesdrop, hijack and modify a message, and or impersonate a 3rd party or MNO to send a message if the message exchanged between the MNO and the third party is not protected securely. 
5.X.3
Security requirements


Editor Note: it is ffs whether all messages exchanged shall be protected with integrity protection, confidentiality protection, replay attack mitigation, and/or privacy protection.  
***
END OF CHANGES
***
