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1
Decision/action requested

This contribution proposes a new key issue on interface security for TR 33.811
2
References

[1]
3GPP TR 28.801 V2.0.1 (2017-09), "Study on management and orchestration of network slicing for next generation network" 


3
Rationale





The interface for Management Exposure, i.e. between the Network Slice Management Function and the Customer’s Service Management Function as defined in [1], is supposed to be made available to third parties for network management and infrastructure management, the security protection to the interface should be provided.  
4
Detailed proposal

pCR

***
BEGIN CHANGES
***

5
Key issues

5.X
Key Issue #X: Security protection of Management Exporsure Interface
5.X.1
Key issue details

Network slice instances requested by different customers may have the same type of service but with different KPI and/or QoS/QoE. An interface with limited level of management exposures in network and infrastructure is required, e.g. the interface between the Network Slice Management Function (NSMF) and the Customer’s Service Management Function (CSMF) described in example in TR28.801 [7]. 
Note1: the NSMF is responsible for the management and orchestration of network slice instances, whereas the CSMF is responsible for translating the service related requirement to network slice related requirements. 

Note2: The interface and the function names should be consistent with that defined in TS28.530 [1] and TS 28.531 [2]. 
Since this interface for Management Exposure is supposed to be made available to third parties for network management and infrastructure management, the security protection to the interface shall be provided.  
5.X.2
Security threats 

Attackers may hijack this interface, if not securely protected, and launch various attacks against network slices and the mobile networks. For example, the network slice instances may be configured different from the required KPI or QoS and fail the customers’ SLA. Another example could be requests for creation of a large number network slice instances or a slice instance requiring significant network resources to strain the network and potentially causing the network breakdown. 
5.X.3
Security requirements

· Mutual authentication shall be performed between the MNO and the party prior to it gets access to the interface. 
· The management capabilities that a party can be granted are defined by the MNO.
· The interface shall only be accesses by authorized third parties
· The interface shall be designed securely to ensure that security features cannot be bypassed.
***
END OF CHANGES
***
