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1
Decision/action requested

SA3 is kindly requested to approve the proposed pCR as in section 4 into TR 33.501 v0.3.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v0.3.0, Security Architecture and Procedures for 5G System
[2]
RFC 3748, “Extensionible Authentication Protocol (EAP)”
[3]
RFC 5247, “Extensionible Authentication Protocol (EAP) Key Management Framework”
3
Rationale

In section 6.1.1.2 of TS 33.501, it is required to explain what support for the EAP framework means for the various functional entities in the 5G system. EAP framework is specified in the RFC 3478 and is updated by RFC 5247. RFC 3478 defines a generic EAP framework and later was updated by RFC 5247 for key management. 
4
Detailed proposal

*************** Start of Change 1 ****************
2
References

…
[xx] IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.1.1.2
EAP framework


The EAP authentication framework work was designed to enable extensible authentication for network access. It is a two-party authentication protocol between EAP peer and server. It supports multiple EAP methods over the defined EAP framework.  EAP typically runs directly over data link layer. 
The EAP authentication frame specified in the RFC 3748 [xx] consists of three components, the supplicant at EAP peer, the authenticator and the EAP Server. Supplicant is an entity within EAP peer response for communicating with Authenticator. Authenticator is entity at the work side that initiating the EAP authentication and relay EAP messages between UE and authentication Server.  Authentication server is an entity that provides the authentication services to the authenticator. 
With the 5G authentication framework as defined in this specification, the Supplicant entity of EAP framework resides in the UE, the authentication resides in the AMF/SEAF, and the authentication server resides in AUSF.   
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Figure xx Mapping of EAP Authenticaiton Framework to 5G Network Functions
*************** End of Change 2 ****************
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