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1
Decision/action requested

It is proposed to approve the text for 5G-RAN key identification of TS33.501.
2
References

[1]
3GPP TR 33.899
[2]           3GPP TS 23.501
3
Rationale

This contribution aims to add the corresponding text about the 5G RAN keys as a result of successful primary authentication according to the interim agreement of TR33.899 [1]. However, keys used in non-3GPP access are ffs and how to define the KDFs is also ffs.
4
Detailed proposal

It is proposed that SA3 approves the below pCR for inclusion in TS33.501.
***********Beginning of change********************
8.1
Security negotiations 

8.1.1
Handling of user-related keys in 5G-RAN

8.1.1.1
5G-RAN key setting 


5G-RAN key setting is triggered by the authentication procedure. A successful primary authentication procedure results in a new KSEAF that is provided by the AUSF to the SEAF. The KSEAF is used between the UE and the SEAF in the serving network for subsequent key derivations.

KAMF as an intermediary core network key is derived from the anchor key KSEAF and is stored in the UE and AMF.

NAS keys (KNASint, KNASenc), KgNB and KN3IWF are derived from KAMF.

The NAS keys derived from the new KAMF are taken into use in the AMF and the UE by means of the NAS security mode set-up procedure.
The AS Control Plane keys (KRRCint, KRRCenc) are taken into use with the AS security mode procedure /or with the key change on the fly procedure.

Editor’s note: How to derive the AS UP keys (KUPint, KUPenc) is FFS.

KSEAF, KAMF, KgNB, NAS keys, AS keys are generated by using KDFs specified in Annex A.

Successful primary authentication may also result in a key KAUSF for the AUSF based on operator policy.
Editor’s Note: KDFs specified in Annex A are FFS.
*************End of Change**********************
