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1
Decision/action requested

SA3 is kindly requested to approve one of the two options proposed in section 4 into TR 33.501 v0.3.0.
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3
Rationale

In 4G architecture, a single node, MME is in control of the management of the UE registration (attach), the UE UP bearers establishment, and the UE authentication and security context. However, in 5GS architecture, SEAF is responsible for the UE authentication and providing the keying material for establishing all UE security context. AMF is responsible for the management of the UE registration and related UE location and mobility management. While the SMF is responsible for the management of the UE UP (PDU) sessions establishment and manegment. 

Thus, in 4G architecture, it is straight forward for the eNB to negotiate the AS-CP and AS-UP security capabilities with the UE during the UE initial attach (registration) procedure. In addition, 4G AS SMC procedure uses the algorithm the eNB selcts as indication to activate the respective protection.. For example, when the eNB includes 128-EEA1 in the AS SMC message, it is an indication that the eNB request the UE to use this algorithm for encrypting RRC and UP packets. Thus the inclusion of the algorithm identifier in the AS SMC message is an indication of two things:

· The negotiated algorithm for RRC and UP encryption is 128-EEA1, and
· Encryption for RRC and UP is enabled, required, and to be activated.
However, in 5G system architecture and procedures [2] [3], the UE registration procedure is completely separate and independent from the DRB configuration procedure. In addition, SA3 agreed that UP intergirty protection and encryption is at least per PDU session which is decided by the SMF and communicated to the UE during the DRB configuration procedure. In addition, it was agreed in SA3#88 [5] to allow RRC and UP securities to have the flexability to be negotiated separately.
Therefore, this paper discuss three options for handling the AS-CP and AS-UP security algorithms negotiation and activation and propose the most fexible option for SA3 approval and adoption.
Common features for all options:

· RRC encryption and integrity protection activation is similar to 4G [4] which is implicitly communicated based on the selected encryption and integrity algorithms during AS SMC procedure.
· UP encryption and/or integrity protection enablement is done during DRB configuration utilizing RRC signalling.
Option No. 1: One AS SMC procedure with one set of algorithms for RRC and one set for UP

· The gNB uses one AS SMC procedure to communicate the RRC and UP encryption and integrity algorithms to the UE. See figure below.
· AS SMC procedure allows a separate set of encryption and integrity algorithms for RRC and one for UP.

· The gNB is allowed to communicate encryption and integrity algorithms for RRC that is different than those of UP as per operator policy.
· UP encryption and/or integrity protection algorithms in AS SMC procedure is an indication of the supported algorithms and is not an indication for activation. Activation is done using RRC during DRB configuration.
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Figure x-1: AS security setup

Advantage: 
1. It provides flexability for selecting encryption and/or integrity algorithms for UP that is different than those for RRC.
2. It provide a flexability for the enablement of integrity protection and/or encryption at least per PDU session based on SMF policy during each PDU activation.
Disadvantage: 
1. It couples UP Algorithm negotiation procedure with RRC Alg. Negotiation procedure and thus it provides less flexibility.
Option No. 2: AS-UP SMC during FIRST UE UP PDU session establishment

· This option allows two AS SMC procedures as shown in the two figures below. 
· One AS SMC procedure is for RRC control plane which is similar to LTE.

· One AS SMC procedure for negotiating UP encryption and/or integrity algorithms using RRC signalling during the first UE PDU session establishment. 
· UP encryption and/or integrity protection activation is communicated to the UE during the DRB configuration procedure utilizing RRC signalling.
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Figure x-2: AS-CP security setup
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Figure x-3: AS-UP security setup

Advantage: It provides flexability for selecting security algorithms for UP that is different than those for RRC.
Disadvantage: It requires two AS SMC procedures. One for RRC and one for UP which could be considered an unnecessary overhead
Option No. 3: AS SMC for RRC Only; UP Algorithms and activation during DRB establishment
· The gNB uses one AS SMC procedure to communicate only RRC encryption and integrity algorithms to the UE similar to LTE.

· The gNB communicates the UP encryption and/or integrity algorithms during the DRB configuration procedure utilizing RRC.
· The gNB communicates the UP security activation during the same DRB configuration procedure utilizing RRC signalling.
Advantage: 
It provides flexability for decoupling UP encryption and integrity algorithms negotiation from RRC algorithms negotiation.
It provides the flexibility for UP security negotiation and activation utilizing the DRB configuration RRC signalling.

It provides the flexibility for UP encryption and/or integrity protection activation during the same DRB configuration procedure. 
Comparison & Conclusion:
	Option
	RRC Alg. Negotiation & Activation
	UP Alg. Negotiation 
	UP Security Activation
	Effeciency

	No. 1
	Similar to LTE
	Coupling UP & RRC by Using same AS SMC.
	During DRB configuration
	UP & RRC Coupled Alg. Negotiation.

Less efficient

	No. 2
	Similar to LTE
	Separate AS SMC for UP.
	During DRB configuration
	AS-SMC for UP Alg. Negotiation is overhead.

Less effecient

	No. 3
	Similar to LTE
	During DRB configuration.
	During DRB configuration.
	Utilizing RRC for DRB config. For UP Alg. Negotiation & Activation. 

Most efficient.


4
Detailed proposal

………………

8.1.2.2
AS security mode command procedure

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.5, which is about AS security mode command procedure.
*************** Start of “Change 1” ****************
………………
The AS SMC procedure is for RRC only and consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 8.1.2.2-x.

The AS security mode command message sent during from gNB to UE shall contain the selected RRC encryption and integrity algorithms. This AS security mode command message shall be integrity protected with RRC integrity key based on the current KAMF. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KAMF. 

RRC downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message.

Editor’s Note: It is FFS what the ME sends if any control of the AS security mode command is not successful.
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Figure 8.1.2.2-x: AS Control Plane security setup

*************** End of Change 1****************
*************** Start of Change 2 ****************
8.1.2.3
AS UP security negotiation and activation

AS UP security negotiation and activation procedure consists of a round trip of messages between the gNB and UE. The gNB sends RRC Connection Reconfiguration Request message to the UE and the UE respond back with RRC Connection Reconfguration Complete message. See figure 8.1.2.3-x.
The RRC Connection Reconfiguration Request message sent from the gNB to the UE for AS UP security algorithms negotiation and activation shall contain the selected UP encryption and integrity algorithms. This message shall be integrity protected using RRC integrity key and RRC integrity algorithm. It also shall be ciphered using RRC ciphering key and ciphering algorithm. Both RRC integrity key and RRC encryption key are based on the current KAMF.
Similarly, the RRC Connection Reconfiguration Complete message from UE to gNB shall be integrity protected using RRC integrity key and RRC integrity algorithm. It also shall be ciphered using RRC ciphering key and ciphering algorithm. Both RRC integrity and RRC encryption keys are based on the current KAMF.
User plane integrity protection at the gNB using the UP integrity algorithm included in the RRC Connection Reconfiguration Request message and the UP integrity key which is based on the current KAMF shall start after the gNB sends the respective RRC Connection Reconfiguration Request message. 
User plane integrity protection using the UP integrity algorithm received in the RRC Connection Reconfiguration Request message and the UP integrity key which is based on the current KAMF shall start at the UE after the UE receive and successfully process the RRC Connection Reconfiguration Request message. 
UP Downlink ciphering at the gNB using the UP ciphering algorithm included in the RRC Connection Reconfiguration Request message and the UP ciphering key which is based on the current KAMF shall start after the gNB send the RRC Connection Reconfiguration Request message.
UP uplink deciphering at the gNB using the UP ciphering algorithm included in the RRC Connection Reconfiguration Request message and the UP ciphering key which is based on the current KAMF shall start after the gNB successfully receive and process the respective RRC Connection Reconcfiguration Complete message.
UP Downlink deciphering at the UE using the UP ciphering algorithm received in the RRC Connection Reconfiguration Request message and the UP ciphering key which is based on the current KAMF shall start after the UE successfully receive and process the RRC Connection Reconcfiguration Request message.
UP uplink ciphering at the UE using the UP ciphering algorithm received in the RRC Connection Reconfiguration Request message and the UP ciphering key which is based on the current KAMF shall start after the UE sends the respective RRC Connection Reconciguration Complete message.

Editor’s Note: How to handle error case of UP algorithm negotiation is FFS.

Editor’s Note: Which RRC signalling can be used for UP algorithm negotiation and activation needs to be aligned with RAN2.

Since the UP security granularity is per PDU session, all DRBs which belong to the same PDU session shall have the same UP security algorithms and activation.
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Figure 8.1.2.3-x: AS User Plane security setup

*************** End of Change 2 ****************
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Verify RRC Connection Reconfiguration Request integrity. 



If successful, start UP integrity protection, UP downlink deciphering, and send RRC Connection Reconfiguration Complete.
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Verify AS-UP SMC integrity. 
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