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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References
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3
Rationale

This contribution adds content in Section 5.3 on the requirement on the AMF and Section 6.5 on the security handling in mobility. 
Key isolation means the new AMF shall not know the key that used by the old AMF and vice versa. When the AMFs are located in a secure location, the requirement of key isolation with only backward security between AMFs during idle mode mobility is sufficient. However, the scenario where an AMF is deployed in an exposed location (e.g. at the edge of the network that is less secure) should also be considered. For insance, when a UE moves from an old AMF in secure location to a new AMF in an exposed location, backward security is necessary to avoid the new AMF knowing the key used by the old one, which can be achieved through horizontal like key derivation by the old AMF.When a UE moves from an old AMF in an exposed location to a new AMF in a secure location, key isolation shall also guarantee that the old AMF doesn’t know the key used by the new AMF and the leakage of one key will not affect the other one, which can be achieved through re-authentication or an anchor key from stand-alone SEAF. Therefore, to keep the trust model unchanged in 5G, key isolation shall be supported by AMFs.

It is sufficient that the new AMF is unaware of the key used by the old one sometimes, e.g. when a UE moves from an AMF in secure location to the one in a less secure location, key isolation shall be mandatory to support but optional to use depends on the local policy configured by the operators as shown in Figure 5.1.4.40.2-1 in solution#1.40 of TR 33.899.
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Figure 5.1.4.40.2-1: the procedure of key transfer during idle mode mobility
4
Detailed proposal

***
BEGIN CHANGES
***

6.5
Security handling in mobility
At the idle mode mobility from one (old) AMF to another (new) AMF, the old AMF shall derive a new KAMF for the new AMF from the current KAMF when the new AMF requests the UE’s SUPI and MM context from the old AMF. Then the new AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the old AMF. 
When the new AMF decides to use the key directly, it shall send UE the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the <5G key set identifier> for identifying KAMF to establish a new NAS security context between the UE and new AMF. 
NOTE 1: When only backward security is needed, the new AMF can directly use the new key received from the old AMF. 
When the new AMF decides not to use the KAMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 
NOTE 2: When the old AMF is located in an exposed location, and the new AMF does not want to use the KAMF derived from the old AMF since a compromise of the old AMF potentially risks the security of the new AMF, the new AMF can perform a re-authentication procedure.
***
END OF CHANGES
***
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