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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.899 Study on the security aspects of the next generation system
3
Rationale

In clause E.1.18 in TR 33.899[1], it is agreed that KDF negotiation procedure is needed in phase I. 
In LTE, KDF is static and cannot be negotiated. It is almost impossible to upgrade the KDF if the original is found to contain vulnerability. For example, upgrade need to be done in both UE and NE at the same time, otherwise, when only the NE has upgraded to a new KDF and UE has not, UE and NE could not have a successful communication, since they use different KDF. 

This contribution proposes a solution for KDF negotiation between UE and AMF. Thus, when KDFs are updated or new ones installed, the UE and AMF can still use the same KDF to generate the keys. As the same example above, when AMF has upgraded the KDF, but UE may not, UE and AMF could go back using old KDF after KDF negotiation until the time when UE has upgraded the KDF as well, then both UE and AMF could communicate using new KDF after KDF negotiation.
There are security reasons why a KDF may need to be upgraded or replace, for example, when KDF in use is found to contain vulnerability or collision, e.g. just like SHA1, an attacker may derive the upper layer key according to the sub layer key. Thus, the attacker may derive the permanent key of the UE. At this time, the KDF used in both UE and NE may no longer be secure and need to be replaced. If there is no negotiation procedure, there could be issues with UE and NE not upgrading at the same time.
The key derivation has already discussed in some contributions, UE and AN use KDF to derive Kupenc, Kupint, Krrcenc, Krrcint according to KgNB; UE and AMF use KDF to derive KgNB, Knasenc, Knasint according to Kamf; UE and SEAF use KDF to derive Kamf according to Kseaf; UE and AUSF use KDF to derive Kseaf according to Kasme* or CK’, IK’; UE and ARPF use KDF to derive Kasme* or CK’ IK’ according to CK, IK.
An attacker could compromise a legal gNB, and eavesdrop all the parameters to derive the key, he could also get AN key (e.g. KgNB). Since the key hierarchy is based on the same KDF, if the KDF is not secure, the attacker could potentially derive Kamf, Kseaf, Kasme*, CK, IK, etc.
There are so many kind of KDFs, e.g. KDFs between UE and gNB, AMF, SEAF, AUSF, ARPF. It is too complex to negotiate all of them. Since the key hierarchy propagate the keys down the nodes on the same KDF, if we change a more secure KDF in any node of the chain, the attacker may not derive the upper layer key after the node. So, to simply the whole solution, we shall find a simplest way to block the attack.
Consider that AMF is located in secure area in phase I, the simplest way to gain access the network keys is by attacking the gNB to get the KgNB, so, if we propose the KDF negotiation procedure between UE and AMF, the attacker may not derive the Kamf according to KgNB, without KgNB, the attacker could not derive the former key, e.g. Kamf, Kseaf, Kasme*, CK, IK, etc.
4
Detailed proposal
*************** Start of Change 1 ****************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN), and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to privacy protect the SUPI.
UE 5G Security Capability: The UE security capabilities for 5G AS, NAS and KDF. 
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.7.1.1
Initial NAS security context establishment

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.1, which is about NAS algorithm selection at initial NAS security context establishment. 

Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, one for NAS ciphering algorithms, and one for KDF. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the AMF shall choose one NAS ciphering algorithm, one NAS integrity protection algorithm and one for KDF. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithms and UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE (see clause 6.7.2). The AMF shall select the NAS algorithms and KDF which have the highest priority according to the ordered lists.
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
6.7.2
NAS security mode command procedure

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.4, which is about NAS security mode command procedure. 

Editor’s Note: Aspects related to interworking are FFS.

Editor’s Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor’s Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1, shall be used to establish NAS Security context between the UE and AMF. This procedure consists of a roundtrip of messages between AMF and UE. The AMF sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message.. It is also used to provide protection against a man-in-the-middle modifying the Registration Request. 

NOTE 1: The protection against the attacks of changing IEs in the Registration Request messages requires the NAS Security Mode Command procedure to complete. In order to prevent this an attacker must force this Registration procedure to end before the UE receives a successful NAS Security Mode Command message from the network. As up to this point the UE will accept unprotected messages, the attacker is capable of sending all those messages and hence it can not trigger a message from the network by changing IEs that it could not send itself.

The NAS Security Mode Command message from AMF to UE shall contain the replayed UE security capabilities, the selected algorithms the allowed NSSAI and the <5G key set identifier> for identifying KAMF. In the case of sending a NAS Security Mode Command during a Registration procedure (i.e. after receiving the Registration Request but before sending a response to that message) where the relevant Request message did not successfully pass its integrity protection, the AMF shall calculate a HASHAMF of the entire plain Request message and include the HASHAMF in the NAS security mode command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on selected KDF and KAMF indicated by the <5G key set identifier>  in the message (see figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor’s Note: Details of the HASHAMF calculation are FFS.

Editor’s Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on selected KDF and KAMF indicated by the  <5G key set identifier> . 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request that it has sent and compare it with HASHAMF. 

Editor’s Note: Details of the HASHUE calculation are FFS.

NOTE 2:
The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS security mode command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS security mode complete message to AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case MME requested it in the NAS Security Mode Command message. In case HASHUE and HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

Editor’s note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE3:
A failed Hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities that the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys derived based on selected KDF and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that replayed allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all following NAS messages shall be protected with the previous, if any, 5GS NAS security context, i.e., the 5GS NAS security context used prior to the failed NAS Security Mode Command. If no 5GS NAS security context existed prior to the NAS Security Mode Command, the NAS Security Mode Reject message shall remain unprotected. 

NOTE4:
If the uplink NAS COUNT will wrap around by sending the Security Mode Reject message, the UE releases the NAS connection instead of sending the Security Mode Reject message. 

Editor’s Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
*************** End of Change 3 ****************
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