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1	Decision/action requested
This contribution requests agreement on when, in the 5G AKA protocol, the SEAF should see the unencrypted SUPI sent from the AUSF.  It also initiates discussion on how to provide the required functionality (but no pCRs are proposed at this stage).
2	References
 [1]	3GPP TS 33.501, version 0.3.0
3	The issue
Section 6.1.3.2 of [1] includes the following text:
The AUSF then returns one or more authentication vectors AV* to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The only difference between AV* and the transformed AV received from the ARPF is that AV* contains HXRES* while the transformed AV contains XRES*. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to 5G-AIA. 
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps, such as acquiring SUPI from the UE are required.
This means that the (home network) AUSF sends the unencrypted SUPI to the (possibly visited network) SEAF before successful authentication.  We argue that it would be better for the unencrypted SUPI to be provided only after successful authentication.
The new features in the 5G AKA design are intended to reduce the extent to which the home network needs to trust the visited network.  Concealing SUPI from the visited network until after successful authentication has been demonstrated is based on similar motivation.  The precise impact of revealing SUPI before successful authentication will depend on details of the SUPI encryption protocol that have yet to be specified, but it is likely that any (unscrupulous) visited network could effectively request decryption of any SUCI, recorded anywhere in the world.  Such an unscrupulous network might offer a commercial service to entities trying to track subscribers.
Delaying the revealing of SUPI until after successful authentication has no adverse impact on the ability to perform LI (with the obvious caveat that, if the AUSF fails to reveal SUPI when expected, the SEAF may need to drop the connection).
4	Proposed agreement
We ask SA3 to agree that, when SUCI is used, the unencrypted SUPI should be available to the SEAF only after successful authentication.
5	Possible solutions
A straightforward solution is just to introduce a new message in the 5G AKA protocol: after the SEAF sends the 5G-AC (Authentication Confirmation) message to the AUSF, the AUSF sends a SUPI-Reveal message to the SEAF.  Detailed variants of this proposal could be:
Variant 1: If SUCI is used, the AUSF must request an Authentication Confirmation message; the SEAF rejects the 5G Authentication Initiation Answer (5G-AIA) message otherwise.
Variant 2: Even if the AUSF does not request Authentication Confirmation, the SEAF is allowed to send it, and the AUSF then responds with SUPI-Reveal if SUCI was used.
An alternative approach – more efficient in terms of the number of messages, but “trickier” – is for SUPI to be included in the 5G Authentication Initiation Answer (5G-AIA) message, but encrypted, in such a way that the SEAF will only be able to decrypt it after successful authentication.  This could be done by using an encryption key derived from (or equal to) RES*.
Other solutions may be possible.  We have not proposed any pCRs to [1] at this meeting.  We invite other SA3 members to share their views on the solutions that we outline above, or to put forward alternatives.
