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1
Decision/action requested

It is requested to discuss and approve the proposals.
2
References

[1]
3GPP TR 33.899 v0.7.0, Study on the security aspects of the next generation system

3
Rationale

Add evaluation for the solution #2.29 that was proposed in SA3#86. 
4
Detailed proposal

***
BEGIN CHANGES
***

5.2.4.29.1 
Introduction
This solution addresses the key issue #2.4 "Equipment identifier authentication".

It refers in the key issue #2.4 that "IMEI reported by the UE to network is not authenticated. Therefore, the network cannot place any trust on the reported IMEI of the UE", and therefore the requirement that "it should be possible for the network to authenticate the reported identifier of the device" was added in the key issue. 

5.2.4.29.2 
Solution details
Assuming the equipment identifier (e.g. IMEI) in conjunction with its credential (e.g. certificate, shared key etc.) as supplied by the equipment manufacturer is provisioned in a secure location (e.g. ARPF) in the network side, this solution proposes a method to verify whether the identifier is genuine during equipment identifier authentication. The specific authentication method is based on EAP, which is beyond the scope of this solution. The AUSF and ARPF used for equipment identifier authentication may be collocated or separated as different network elements. They also can be third party network elements. Figure 5.2.4.29.2-1 shows the procedure of equipment identifier authentication.
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Figure 5.2.4.29.2-1: the procedure of equipment identifier authentication
1. UE sends an attach request to AMF in which contains an optional equipment identifier authentication indicator.

2. UE and the network perform the mutual authentication.

3. AMF decides whether perform the equipment identifier authentication to the UE according to the requirement of the operator or the subscription of UE.

4. AMF sends the equipment identifier request via NAS SMC to UE.

5. UE responds its identifier in NAS SMP to the AMF.

6. AMF sends the equipment identifier authentication request including UE’s identifier to AUSF/ARPF. AUSF/ARPF in this step can be different with AUSF/ARPF in step 2 for subscription authentication.

7. AUSF/ARPF chooses the authentication method for UE according to the identifier. 

8. The procedure of EAP based authentication between UE and AUSF/ARPF. The number of EAP message exchanges between the UE and the AUSF/ARPF depends upon the EAP Method AUSF/ARPF chooses.
9. AUSF/ARPF sends the equipment identifier authentication success message to the AMF which optionally contains an MSK.

10. AMF optionally updates the key derived during the equipment identifier authentication with the one derived during the subscription authentication if the network wants to refresh the security context by binding it with the equipment identifier authentication credentials.

11. AMF sends NAS SMC to the UE which contains EAP success message and key parameters to derive new keys if the key is updated by AMF.

12. UE responds with NAS SMP message.

13. AMF sends attach accept message to finish the attach procedure.

5.2.4.29.3 
Solution evaluation


This solution addresses the key issue #2.4 "Equipment identifier authentication" by proposing an EAP-based method. 
The following statement outlines the technologies used for equipment identifier authentication in each solution. Solution #2.10 proposes a device certificate based authentication. Solution #2.17 and #2.18 adopt a kind of binding relationship between IMEI and the certificate or public key. Solution #2.23 uses a provisioned equipment identity associated private key. For the certificate-based method (i.e. #2.10 and #2.17), the cost of operating Certificate Authority (CA) should be taken into account especially for the small manufacturer, and for the asymmetric key based method (i.e. #2.18 and #2.23), the overhead of key revocation and lifetime management need to be evaluated. Different credentials are proposed in these solutions and may apply to different use cases. 
***
END OF CHANGES
***
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