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1
Decision/action requested

It is proposed a test on verifying key refresh at eNB, and it is requested SA3 to approve this proposal.
2
References

 [1]
3GPP TS 33.401
3
Rationale

This contribution proposes tests to check if the eNB triggers key refresh in case that PDCP COUNT wrap around.
4
Detailed proposal

***
BEGIN OF CHANGE ***
5.2.2.1.x
Key refresh at eNB
Requirement Name: Key refresh at eNB
Requirement Reference: TBA 

Requirement Description: "Key refresh shall be possible for KeNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc and shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeN. " as specified in TS 33.401[6], clause 7.2.9.1

Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that eNB performs KeNB refresh when PDCP COUNTs are about to wrap around.
Pre-Conditions:
UE may be simulated.
Execution Steps

1. eNB sends AS SMC to the UE, and the UE response AS SMC.

2. UE sends RRC messages or UP messages to eNB with a PDCP COUNT that is about to wrap around. UE continue sending RRC messages or UP messages with an increasing PDCP COUNT until step 3 occurs or PDCP COUNT wraps around.
3. eNB triggers intra-cell handover.
Expected Results:

eNB triggers intra-cell handover to get a new KeNB .
Expected format of evidence:

Part of log that shows the PDCP COUNT wrap around and the intra-cell handover. This part can be presented for example as a screenshot.
***
END OF CHANGE ***
