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Decision/action requested

This pCR enhances solution 1.10. It is requested to approve the pCR for integration into TR 33.899.
This pCR is a re-submission without changes of S3-170655 that was not treated at SA3#86bis for lack of time. 
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Rationale

This pCR describes the practical set-up and details for Solution #10.1. Currently, the solution is only described on a high level. This pCR provides some practical details. 
4
Detailed proposal
5.10.4.1
Solution #10.1: Circles of Trust 

5.10.4.1.1
Introduction  

This solution addresses the problem of weak security on the interconnection link introduced in Key Issue#10.2. More precisely, it addresses the requirement on migration aspects: "A solution should not expect, that all operators and interconnection service providers deploy high level security measures in the NextGen interconnection network in one go. A solution should therefore allow growing of security and trust in a gradual manner."
Editor's Note: It is ffs whether this solution should be added to a 3GPP guidance document in a 900-series TR or informational Annex of a TS, or they may be communicated to the GSMA, once the NextGen work has been completed.
5.10.4.1.2
Solution details  

The underlying fundamental idea is to allow the growing of secure islands of trusted operator groups which adhere to high security principles. Those islands can then slowly be enlarged and grow together over time. 
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Figure 5.10.4.1.2-1: Circle of Trust among operators

The proposed solution will follow an “adapt and grow” approach. Adapt, in a sense, that a partner may become untrustworthy. And grow, in the sense that new partners can be integrated. Networks need to define their security state i.e. how hard is it to get into the network. This need to be understood in a broad sense. How well is a network protected against hacking attacks? Are the nodes hardened? To whom is the access rented out (wholesale business, MVNO etc) and are those tenants really following the rules, or did they “only” sign the paper? What is the digital domain that the trust domain should cover? Is it a geographical one or a data driven one. A trust level and its digital territory need to be defined. This can include hardening guidelines (e.g. 3GPP TS 33.116 and TS 33.117), monitoring requirements for tenants (e.g. GSMA FS.11), and legal contractual rules. It may even include trusted hardware for localization purposes and rules for NFV management or employee training against pishing and bribbing.

· Define a trust level and its digital territory

NOTE: The non-technical items are out of scope of 3GPP and it is understood, that 3GPP could only provide technical tools for such a solution. Nevertheless, the whole picture is given her to enable the full understanding of the issue / solution.

Once it is established what is the security you expect the next step is to look at the individual network. Each network will have to deal with messages from partners running the same level of trust and partners with different levels of trust. If a network has different levels inside its own network e.g. global operator acting across different political areas, less trustworthy MVNOs, then the nodes in this network or network part need to be assigned to one or another trust level. As nodes or whole countries might become untrustworthy this is an important task. Trust and security come with a price tag for all participants. The rules related to a trust level define the actual costs.

· Assign nodes to trust levels and define the costs

Now we know, good nodes and potentially less good nodes. The next step is that the communication with each other. For direct communication between two nodes, there will be the case that two untrusted nodes communicate directly, there no changes are expected i.e. we keep backward compatability. When two nodes communicate with each other that are trusted, they need to use a secure direct communication, that includes authentication, confidentiality and integrity according to NDS/IP Security TS 33.210. For this a Public Key Infrastructure is needed. In this solution, we propose to start with a regional PKI e.g. run by a large operator having many national operating companies, governments, region authority, communication ministry, local trade association or similar. The same entity needs to provide also the revocation blacklist, which is important to identify compromised nodes. All entities in the trust group adhering to the trust level principals obtain the needed cryptographic material.

· Start small and create a regional PKI with revocation service
A communication is only trustworthy if the whole communication chain is trustworthy. The general approach is to classify messages or sessions according to the trustworthiness of its assumed origin (we take into account that the attacker will try impersonation). As we discussed before, a message may traverse potentially untrusted nodes and by this becomes untrustworthy. This implies that we have “two classes” of messages. Note, that an interconnection or a backbone connectivity provider may actually be in several trust groups and therefore have more classes e.g. untrusted, “RegionA-trusted”, “RegionB-trusted”. It needs to be observed that those messages need to be routed through different security tunnels, as their trust is based on the credentials used for the tunnels.

· Introduce two message classes trusted/untrusted

An operator who is security aware, should know the security status of his own core network. This would pose the innermost circle of trust.

Inside one trust circle, trust is assumed to be transitive, i.e. every node trusts every other node.
The home network circle (home circle)

The home network consists of nodes that communicate securely with each other using TS 33.210 and follow the pertinent security assurance standards (e.g. SCAS).  Each message coming from one of the home network nodes can prove its authenticity to another node of the home network. The edge nodes do not accept messages coming over the interconnect link and claim to be from the home network. The edge nodes also deploy proper interface separation and validates that interface in an interface cannot be done e.g. using two DIAMETER application ids. 
Large international operators may have centralized some part of their operation in one country for OPEX reasons. This operators sometimes use the interconnect link to exchange messages between their network elements. It is a pre-requisite for the present solution that, for this purpose, no third-party interconnection providers are utilized. The network operator is able to equip all his nodes with the needed credentials to prove the authenticity of another node in the home network group. 
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Figure 5.10.4.1.2-2: Home Network Group

Also, local nodes that are exposed to the interconnection network need to follow the full security requirements of the circle to avoid "backdoors" into the company group circle.

The home network group (company circle)

In addition to the previous home circle, the nodes receiving messages from other parts of the home network group can not only validate that this message is really coming from the other node, but they also have to have their own protection mechanisms since they are now all now edge nodes.

The next circle of trust would consist of very trusted partners, where the operator has a direct linkage with the other operator, i.e. no interconnection provider and hop-by-hop security is used.

Direct trusted partners (direct circle)

This is the case, when one network communicates with another trusted partner directly through a secured link and no interconnection providers are in between. It is important that edge nodes of those two networks know that direct trusted partners should send message ONLY through that secured link and not otherwise (else, some attacker can impersonate a trusted partner easily). The direct trusted partners would adhere to the same security quality level to ensure the resilience of their networks also against hacks and other malicious activities (e.g. renting out to untrustworthy parties).
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Figure 5.10.4.1.2-3: Trust circle with direct linkage
Untrusted partners (outside company circle and direct circle)
The last circle is the "other". It includes all roaming partners that are not part of the company circle nor direct circle. If a node can not establish a secure channel to another node i.e. no channel secured with credentials from the same regional PKI (outside of company and direct circle), then the message is sent through the unsecure communication and considered untrusted. If there is a choice, then the secured channel should be chosen. If a node receives a message that is not secured with credentials from the same region, then the message is regarded as less trustworthy and we suggest that strong monitoring and screening approaches should be deployed. Novel technologies, like machine learning may allow identification of anomalies and “strange occurrences”. Monitoring solutions will always be needed, as in the global interconnection network will always be at least one partner only running unsecured protocols. A communication provider may be obliged due to legal rules to have send internal messages only “inside the trust group” or he may offer it as a special service. 

· Set the frame for the cost division

NOTE: Interconnection providers that participate in trust groups may offer this as a special service or it might be part of the requirement of the contract to become member in the first place. These kind of business dynamics have to be taken into account.
This does not imply that the security of the networks of untrusted partners is necessarily weak; it just means that the operator cannot be sure about the security status of these other networks, for whatever reason. This implies that the other networks may be such that the origin of messages sent from them and their authenticity cannot be ensured and the risk of being a potential fraud, eavesdropping, location tracking or other type of attack may be quite high.

An operator may also take security circles into account for its

· Risk management

· International revenue share model

· Screening frequency of messages

On a practical deployment level, the following methods can be deployed to support the circle model above:

· HSS takes care that it issues authentication vectors with serving network identities relating to networks inside the Circle of Trust only to entities that the HSS can verify as belonging to the trust circle. Being in the trust circle implies that all entities in it "behave well" (to be specified further) and communication paths inside the trust circle are protected. Behaving well would imply that an MME from the trust circle never impersonates another MME.
· Conversely, an MME can verify in a roaming scenario that an HSS belongs to the trust circle. Being in the trust circle implies that all entities in it "behave well" (to be specified further) and communication paths inside the trust circle are protected. Behaving well would imply that a HSS from the trust circle never impersonates another HSS.

· A UE, or a human user informed by the display of the UE, may also take into account the information whether the current serving network forms part of a circle of trust including the subscriber's home operator, cf. security area #6 "Authorization".
NOTE: 
The above measures are considered to be complementary to protocol security enhancements, e.g. for DIAMETER or GTP.
Editor’s note: Terminology will have to be updated according to agreements on terms for authentication functions and protocols in the interconnection network. 
5.10.4.1.3
Evaluation  

For LTE, most products support IPSec, but the deployment and the NDS/IP usage is left for the communication service providers and the dual message handling needs to be added. The first step towards a global trusted interconnection infrastructure is to start by creating regional trust zones with similar thinking operators and service providers, when the step towards LTE roaming is performed and diameter is deployed between communication partners. Messages within this trusted group can be regarded trustworthy and therefore the monitoring requirements can be relaxed to a performance friendly degree. Also, if an attacker poses now as your partner and is not using the secure channel it is usually using, this can be detected quickly. The gains are
- Reasonably trustworthy communication within a trust group
- Performance gain for screening of less trustworthy traffic

     The presented approach is pragmatic. It takes into account operators that are compromised and to some degree even insider attacks. With the regional blacklist, we can remove the trust in a reasonably quick manner, if such sad occurrence take place. We also would gain a PKI infrastructure, which can be used for additional communication related items, like

- BGP routing

- DNS

or similar issues. Therefore, an investment in establishment can be exploited for other services. It should be noted that, since this is not a global PKI, that means that there might be some “try-and-error” approach i.e. first a security is tried to be used, if it does not work, the fall-back is without security. Not perfect, but better than today.

WHAT WILL WE NOT SOLVE?

A technical solution will never solve social problems like lack of trust, greed, human weakness, bribery or similar issues. Therefore, a country that turns black and kicks in doors and wants access, an employee that is compromised and gives out the access, a greedy operator that rents out and no questions asked or simply badly configured node due to lack of time. IPsec will not help there, a fast revocation helps somewhat. Therefore, we will never have 100% security, but we would be able to reduce the attack surface substantially.

