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1
Decision/action requested

It is proposed that SA3 agree the below pCR on the lack of Uu privacy for inclusion in TS 33.185.
2
References

[1]
TS 33.185
3
Rationale

The current version of TS 33.185 does not include any solution for privacy when using the Uu interface, other than those contained in TS 33.401. This unlike the PC5 interface which has some changes to help make the UE less trackable for example. This proposed CR make this situation clear so there is no confusion for the reader
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TS 33.185 [1].
**** First Change ****

6.6
Privacy in V2X services

6.6.1
General

If a UE is using the same identity in several broadcast messages, it is possible to track the vehicle and compromise its privacy. Whether such privacy concerns exist for a V2X service will likely depend on regional regulatory requirements and/or operator policy, hence the PC5 privacy feature is optional to use. For example, a service that is mandated for use by a regulator may not provide an "opt out" option.  
The specification does not provide a technical solution to address any privacy concerns for V2X service that require privacy for a UE being attached to the network, or that due to the data traversing the network in Uu mode. In other words, no additional privacy features beyond the regular LTE privacy features (see TS 33.401 [12]) are supported for Uu mode V2X communications.
Privacy may be supported at the application layer by employing identifiers and credentials that are not linked to long-term UE or user identifiers. These credentials would be refreshed periodically.

6.6.2
Privacy procedures related to PC5 transmissions

The UE shall change the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication) when indicated by the V2X application that the application layer identifier has changed.

**** End of Changes ****

