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1	Decision/action requested
This contribution proposes an interim agreement on the anchor key. 
2	References
 [1]	3GPP TR 33.899
 [2]           3GPP TS 23.501
3	Rationale
According to the agreement for the anchor key in E.2.1.4.2: Primary authentication shall create a unified anchor key that can be used by the UE and the serving network to protect the subsequent communication. This anchor key is common for all accesses. , it is agreed that the anchor key is the intermediate key as a result of the primary authentication using any access network. Meanwhile, the agreements for primary authentication mechanisms related to different access networks in E.2.1.1.2 are: The 5G UE and 5G serving network shall support EAP-AKA’ for primary authentication, for both 3GPP access and untrusted non-3GPP access in 5G phase 1. The 5G UE and the 5G serving network shall support EPS AKA* for primary authentication for 3GPP access in 5G phase 1. Based on the above agreements, it is reasonable to believe that the anchor key should be common for EAP-AKA’ and EPS-AKA* in 5G phase1. 
This contribution proposes the anchor key should be derived by AUSF for the following reasons:
· In the case of EAP-AKA’, the AUSF performs the function of the EAP server, the anchor key derived by AUSF is easily supported according to RFCs for EAP methods. In particular, 5G network shall support a UE connecting to the same 5G core network over 3GPP access and non-3GPP access simultaneously by a single AMF as described in TS23.501. In this case, if the EAP-AKA’ was performed in the previous authentication procedure, and the AUSF already derived the keys (i.e., MSK and EMSK), the UE shall use the keys (e.g., EMSK) derived from the previous authentication which is also EAP-AKA’ without a new EAP-AKA’ authentication. 
· In the case of EPS-AKA*, the AUSF is part of the functions which are performed by the ARPF and it could be compared to the function of an HSS fronted in 4G.In other words, the interface could be seem secure between AUSF and ARPF. Therefore, the derivation of the anchor key by AUSF is still considered secure and also can reduce the complexity of ARPF, e.g., the anchor key could be derived from the secret keys CK, IK which are sent by ARPF to AUSF.  
In addition, for roaming scenario, agreements in E.2.0.1 are: The system shall support the ability to store a key in the home network after an authentication. For this role, the H-SEAF is not needed. There shall be no SEAF in the home network in roaming scenarios in 5G phase 1. Any functionality related to home network-based re-authentication shall be assumed by the AUSF. Hence, there is no SEAF in the Home network except AUSF in 5G phase1, putting the anchor key in AUSF would increase home control and would be more secure. 
[bookmark: _GoBack]In summary, it’s more efficient and more secure to derive the unified anchor key by the same function for different accesses or different AKA methods.
4	Detailed proposal
Please take this derivation of unified anchor key into account in discussions on the interim agreement on 5G key hierarchy in 5G phase1.
*************Beginning of the change*************
[bookmark: _Toc475606746][bookmark: _Toc475608220][bookmark: _Toc476247546][bookmark: _Toc479242915][bookmark: _Toc479327977]E.2.1.4        Creating an anchor key through primary authentication
E.2.1.4.X    The derivation of the unified anchor key
E.2.1.4.X.1    Description of Question
Question: Shall a unified anchor key be derived by the same network function for different AKA variants used for primary authentication? If so, where shall the unified anchor key be stored?
E.2.1.4.X.2    Interim Agreement
Yes, the AUSF performs the derivation of a unified anchor key from primary authentication.
The unified anchor key shall be stored in AUSF only.
How to derive the anchor key shall be studied in the normative work.
***************End of the Change***************

