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1
Decision/action requested

· SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0. 
· SA3 is kindly requested to approve sending two LS as listed in section 4.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system
[2]
Huawei Comments and Security Analysis on EPS-AKA* solution, S3-170927, SA3#86bis
3
Rationale

During SA3#86bis meeting, Huawei submitted a contribution S3-170927 with two identified security attacks on EPS-AKA* solution; that contribution was noted because of late submission and instead contribution S3-170871 was discussed.

Since Huawei believes that whatever SA3 chooses as primary authentication solution over 5G NR access must be secure against any security vulnerabilities, Huawei is presenting this contribution to highlight the issues at hand, specifically:

1. Identify the security vulnerabilities and attacks on EPS-AKA* solution as has been documented in [2].
2. Identify the remedies and possible solutions for such attacks described in bullet No. 1.

3. Identify the impact of EPS-AKA*, even with the possible solutions as detailed below to remedies identified vulnerabilities, on the fundamental 3GPP network security trust model and evaluate the consequences of such impact as to what SA3 needs to do to inform other standard groups that could be interested in being informed with this impact on the established 3GPP trust model.
4. Final Recommendation.
I. Security Vulnerabilities and Attacks on EPS-AKA*
Attack No. 1
EPS-AKA* solution is porposed to provide greater control to the home network in order to grant the home network some guarantee of the location of the user attaching to the serving network and avoid possible billing fraud. However, looking at this solution, the following attack is still possible where the serving network can claim the user is attached to NR access (5G) while in reality the UE is being offered and connected to LTE access network. The attack details can be described as follows:
· UE is attached to 4G network through an MME that is collocated with 5G SEAF.

· 4G MME request AV from HSS for the same subscriber and hold it. Call it AV1.

· 4G MME provides the IMSI to the NG-SEAF. 

· NG (5G) SEAF request Authentication Material from the NG home network, AUSF/ARPF.

· Home network may assume the UE has moved to 5G network.

· SEAF receives AV* which contains RAND, AUTN and lower 16 bits of the RES. AV2.

· SEAF passes the AUTN & RAND of AV2 to MME.

· MME performs authentication of the UE by sending Authentication Request with AUTN & RAND from AV2.

· UE authenticates the network and send authentication response to MME with the full 32 bits RES.

· SEAF respond with the full RES to home network claiming that UE is attached to NR access rather than 4G.

· MME challenges UE one more time using the AV1 received from HSS to establish propoer session keys with UE.

Attack No. 2
This attack assumes an infected UE with a valid USIM. The attack details as described in the following:

· UE receives a User Authentication Request message with AUTN & RAND.

· UE passes the AUTN & RAND to the USIM.

· USIM authenticate the network successfully and the USIM returns the 32 bits (for example) RES to UE.

· UE flips only one bit from the higher oder 16 bits of the RES, let us assume new RES is labelled RESi (i for infected).

· UE sends User Authentication Response message with RESi.

· SEAF compares the lower order 16 bits of RESi and authentication passes.

· SN assumes the UE is authentic and offer the UE service.

· SN sends an acknowledgement message to HN (as per EPS-AKA* solution) with RESi included.

· HN compares the RESi to XRES. HN concludes that lower 16 bits of RESi does match the lower 16 bit of XRES (call it SN RES) while the higher order 16 bits of the RESi does not match those of the XRES.

· HN concludes the SN is lying.

· This attack allows an infected UE to play the serving network vs. its home network and potentially gets service for free. 
Attack No. 3

The fact that the SN in EPS-AKA* is required to validate only ½ the size of EPS-AKA RES, e.g., lower 16 bits from 32 EPS-AKA RES) tremendously reduces the probability of the UE to be able guess the required portion of the RES that is being validated by the SN to (1/65535) while in EPS-AKA the probability is 1/(more than 3 billions). This means that EPS-AKA* is way less secure than EPS-AKA. 
II. Proposed Remedies and solutions for EPS-AKA* Attacks
The following subsections provide remedies for the two attacks listed above.

Remedies for Attack No. 1
In order to prevent MME from impersonating SEAF over 4G LTE access network, one of two approaches can be used:

Approach No. 1: Restrict the 5G AV to 5G NR 

In this approach, when the UE receives AUTN & RAND that belongs to a 5G AV over 4G LTE access, the UE will ignore the challenge and fails the network authentication.

One of the methods that can be used to restrict the 5G AV to 5G NR access is to use one of the vailable AMF bits to indicate that AV is restricted to 5G NR access.

Approach No. 2: Restrict 5G “RES” to 5G NR
In this approach, when the UE access 5G NR network and receives User Authentication Request message with AUTN & RAND; after USIM authenticate the network, USIM generates a RES that is specific to 5G NR. For example:

5G RES is composed from two parts: regular EPS-AKA RES and another Home Network Specific RES which is referred to as HRES.

When the SN receives both “RES” and “HRES”, SN compares the RES to the received “XRES” and if passed, it sends an acknowledgement to the HN with the HRES included. 

Although, this approach resolve the issue of MME impersonating the SEAF but it requires the HN to explicitly inform the SN with the result of its validation of the HRES, which introduces extra signaling and delay to the authentication process. This means that the SN is not guaranteed of the Subscriber authentication until it receives a confirmation from the HN.

Recommendation No. 1: Approach No. 1 is less intensive than No. 2 and approach No. 1 is recommended to be used.

Remedies for Attack No. 2 & 3
Since EPS-AKA* solution changes the 3GPP trust model and the serving network is no longer have full visibility to the XRES, this means that the SN is not trusted to make full authentication of the subscriber. Thus, if the change to the 3GPP network trust model is acceptable, then the remedy for this attack can be as follows:

1. Ensure the SN waits for a confirmation from the home network which confirms the subscriber is fully authenticated before the SN starts offering service to the subscriber.

2. Since the SN is not fully trusted, the HN should send the NG-Kasme in the the NG-Confirmation message which carries the indication of the subscriber being fully authenticated. 

If the above proposal is accepted and approved, then EPS-AKA* as it is currently documented can be used with the HN confirmation message to defeat attack No. 2.

Note: If introducing a confirmation message is accepted, SA3 needs to inform SA2, RAN2, RAN3, and possibly CT3 to ensure that the time delay caused by this approach is acceptable. Huawei is proposing a draft LS in case this approach is accepted for defeating attack No. 2.

III. EPS-AKA* solution impact on 3GPP network security trust model

One of the corner stones of 3GPP trust model is the fact that the serving network and the home network (including the roaming case) have a trust relationship that is fundamental and essential for the security and success of the 3G and 4G Authentication and Key Agreemnt protocol. The following have more details:

· The Home network and the serving network (including the roaming case) trust relationship is essential as UMTS and EPS AKA mechanism(s) rely on this trust relationship for allowing the serving network to authenticate the subscriber (on behalf of the home network) based on authentication material and credential(s) provided by the home network to the serving network..
· NOT only that, but the SN trust the HN to generate security keying material that is essential to secure the communication between the serving network and the (visiting) UE, for example, SN trust the HN to generate a computationally strong KASME that is the master key for all NAS and AS security keys and associations between the SN and the UE. Moreover, both HN and SN trust each other to the extent the HN provides the Master Key (Kasme) to the SN before the subscriber is completely authenticated and for the SN to use to secure communication with the UE as soon as authenbtication is verified.
· In addition, the 3GPP architecture relies on this trust relationship which guarantees the HN that the SN will provide the requested service to the (visiting) UE after the SN authenticate the subscriber and is assured of the authenticity of the subscriber and it will be eventually paid by the HN for offering its service to the UE.

Therefore, any attempt to change the 3GPP trust model requires proper documentation and analysis as it will have major consequencies that will impact many aspects and functionalities that are taken for granted, expected and being offered by the 3GPP network.

If the proposed change of 3GPP network trust model as presented in EPS-AKA* is acceptable, Huawei suggests that SA3 sends an LS to GSMA security group to inform them with the change and the new trust model so that the entire operator community becomes aware of this fundamental trust model shift. Huawei has prepared a draft LS for this aspect.
IV. Final Recommendation

Taking in consideration the above mentioned two attacks and the trust model change as proposed by EPS-AKA* solution, the following recommendations are proposed for SA3 approval:

I. Proposed Final Remedies

· Restrict 5G AV to only 5G NR access by utilizing one of the remaining AMF bits.

· Introduce a confirmation message in response to the acknowledgement message that the serving network sends to the home network to allow the home network to indicate to the the serving network that the subscriber is authenticated and allow the HN to send NG-Kasme in the confirmation message.
II. Proposed LS(s)

· SA3 to send LS to SA2, RAN2, RAN3, and CT3 to request input regarding the anticipated time delay based on the serving network waiting for the confirmation message from the home network.

· SA3 to send LS to GSMA security group to inform GSMA with the changes of the 3GPP trust relationship model introduced by EPS-AKA* solution.
4
Detailed proposal
*************** Start of Change 1 ****************
…………

5.2.4.22
Solution #2.22: EPS AKA with UE authentication confirmation
5.2.4.22.1
Introduction 

This solution addresses key issue #2.11.

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.22.2
Solution details  

The present solution enhances EPS AKA with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA in 5G, as e.g. described in solution 2.7. In particular, the solution does not affect the authentication behaviour of the UE, compared to EPS AKA except as indicated in the appropriate place of this section. 

The present solution is called EPS AKA*.

NOTE1: 
It was purposely avoided calling the new solution EPS AKA' as this would have suggested a wrong analogy between EAP-AKA and EPS AKA on the one hand and EAP-AKA' and the new EPS AKA' on the other. But the main difference between EAP-AKA and EAP-AKA' is that the latter provides serving network authentication while the former does not. However, EPS AKA already provides serving network authentication, too.

In the following, the agreed terminology for authentication-related functions from clause 5.2.1.2 of the present TR is used. 

EPS AKA* works as follows: 

The SEAF in the visited network requests a new authentication vector by sending a Next Gen Authentication Information Request (NG-AIR) to the AUSF in the home network.

The AUSF translates the NG-AIR into a request to the ARPF. The ARPF generates the authentication vector in the same way as for EPS AKA in TS 33.401with the exception of setting the AMF bit that is used to indicate that this AV is restricted to 5G NR access and returns it to the AUSF. Only one authentication vector shall be returned in response to an NG-AIR.

NOTE2: 
Returning only one authentication vector at a time is already recommended in EPS. 

The AUSF splits the parameter XRES into two equal parts XRES1 and XRES2 (e.g. by choosing XRES1 to be the n least significant bits of XRES where 2n is the length of XRES). The assumption is made here that the knowledge of XRES1 does not help in guessing XRES2.

NOTE3: 
This assumption is believed to be fulfilled when the expected authentication response XRES is pseudo-randomly generated, e.g. as in MILENAGE or TUAK. 

The AUSF stores XRES temporarily until a protocol timer (t1) expires. 


The AUSF then returns an authentication vector AV* in a Next Gen Authentication Information Answer (NG-AIA). The only difference between AV* and an authentication vector AV, as described for EPS AKA in TS 33.401, is that AV* contains only XRES1 while AV contains the full XRES and the NG-Kasme is kept at AUSF and sent back to SEAF in the NG-CFM message.. 

The SEAF understands from the NG-AIA that it includes AV*, not AV. 

The SEAF sends RAND, AUTN to the UE. The UE uses the same provcedure as in TS33.401 to pass AUTN and RAND to USIM. USIM follows TS33.401 in authenticating the network and generating a RES. However, UE ensures that the AMF bit which is used to infdicate AV for NR only is set. If the respective AMF bit is not set, the USIM fails authentication. The UE returns RES, as described for EPS AKA in TS 33.401.

The SEAF splits RES into RES1 and RES2 in the same way as the AUSF did and compares RES1 with XRES1. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the SEAF starts a protocol timer (t2) (until receiving the respective NG-CFM message) and sends RES, as received from the UE, in a newly defined Next Gen Authentication Confirmation (NG-AC) message (containing identifications of the subscriber and the visited network) to the AUSF. 
Editor's Note: The protocol timers t1 and t2 are to be defined by CT4. 
When the NG-AC message was received in response to an NG-AIA and was received in time (cf. protocol timer above) the AUSF compares the received RES with the stored XRES. If they coincide the AUSF considers the authentication successful and records the event, together with the time, the identity of the visited network and the subscriber identity, in a database of successful authentications. 
After AUSF ensures that the subscriber is authenticated, AUSF sends NG-CFM message to SEAF to inform the serving network that the subscriber has been successfully authenticated and to inform the serving network that it can start the process of service offering to the subscriber. AUSF includes the NG-Kasme in the message.
NOTE4: 
Solution #2.21 explains how EPS AKA* can be used to address key issue #2.11.  

Editor's Note: The extent to which the reaction of the AUSF needs to be standardised is ffs.

Editor's Note: It is ffs whether the SEAF should also report failed authentications. The feature "Authentication failure report" was available in 3G, cf. TS 33.102, clause 6.3.6, but was abandoned in 4G as it was not found useful.
……………..
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
…………
E.2.1 
Questions and Agreements for Key Issue #2.1 Authentication Framework

E.2.1.0 
Questions in other clauses affecting this key issue

tba
E.2.1.1 
Support for AKA and its variants for primary authentication

E.2.1.1.1 
Description of Question

Question: shall the 5G UE and 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*, MASA. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 
Interim Agreement

The 5G UE and 5G serving network shall support EAP-AKA’ for primary authentication, for both 3GPP access and untrusted non-3GPP access in 5G phase 1. 

The 5G UE and the 5G serving network shall support EPS AKA* for primary authentication for 3GPP access in 5G phase 1. 

NOTE1: EPS AKA* is identical to EPS AKA from a UE point of view. 

NOTE2: The above is not meant to preclude enhanced IMSI privacy. 

NOTE3: EAP-AKA’ and EPS AKA* provide increased home control. 
Editor’s Note: Whether the change of current 3GPP trust model by EPS-AKA* solution has more serious consequences on the overall 3GPP network is FFS. 
Editor’s Note: Whether the EPS-AKA* solution’s required time delay from the time the serving network validates the UE RES until receiving the home network confirmation of the subscriber being completely authenticated is FFS. 
*************** End of Change 2 ****************
Additional Conclusion and Proposal:
· SA3 is requested to approve sending LS to SA2, RAN2, RAN3 and CT3 to request input regarding the anticipated delay based on the serving network waiting for the confirmation message from the home network.

· SA3 is requested to approve sending LS to GSMA security group to inform GSMA with the changes of the 3GPP trust relationship model introduced by EPS-AKA* solution.
