3GPP TSG SA WG3 (Security) Meeting #87	    S3-171181
15-19 May 2017, Ljubljana	
	
Source:	NEC
Title:	pCR to TR 33.899: Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface
Document for:              Approval
Agenda Item:	8.3.4
Work Item / Release:	FS_NSA / Rel-14
Abstract: This pCR proposes a solution for Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface to Security Area #4 RAN Security.
	
Introduction
This pCR proposes a solution for Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface.
Proposal
***** Start of Change *****
5.1.4.x	Solution #1.x Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface
5.1.4.x.1	Introduction
This solution addresses Key Issue #4.9 and proposes the handover procedure for Inter AMF, Intra SMF, Inter NG RAN (without Xn interface) scenario.
5.1.4.x.2	Solution details 
Figure 5.1.4.x.2-1 shows the procedure for Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface. 
The procedure for Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface is as follows.
1. If the handover is required, the UE sends the Measurement Report to the source NG (R)AN.
2. The source NG (R)AN evaluates the report and makes the handover decision.
3. The source NG (R)AN sends the Handover Required (UE Security Capabilities, Handover Restriction List, NSSAI) command to the source AMF.
4. The source AMF sends the Forward Relocation Request to the target AMF.
5. The target AMF derives the KNAS-MM*. The target AMF, with the help of SPCF, selects the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The target AMF refreshes the NAS-MM keys using the selected algorithms (derives KNAS-MM* and the subsequent NAS MM integrity and encryption keys).
6. The target AMF sends the Handover Request (UE Security Capabilities, Handover Restriction List, NSSAI) to the target NG (R)AN.
7. The target NG (R)AN checks if the NSSAI can be supported or not.
8. If the UE qualifies for accessing the slice via the new NG (R)AN, the target NG (R)AN, with the help of SPCF, selects the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The target NG (R)AN refreshes the AN keys using the selected algorithms (derives KAN* and the subsequent RRC and UP integrity and encryption keys).
9. It then sends the Handover Request ACK to the target AMF.


Figure 5.1.4.x.2-1: Inter AMF, Intra SMF, Inter NG RAN handover without Xn interface.
10. The target AMF sends the Forward Relocation Response to the source AMF.
11. The AMF sends the Handover Command to the source NG (R)AN. The algorithms chosen by the target NG (R)AN shall be indicated to the UE in the Handover Command if the target NG (R)AN selects different algorithms compared to those used by the source NG (R)AN.
12. The source NG (R)AN sends the Handover Command to the UE.
13. Using the parameter sent in the Handover Command, the UE derives the KNAS-MM*, KAN* and the subsequent RRC and UP integrity and encryption keys.
14. The UE sends the Handover Complete command to the target NG (R)AN.

5.1.4.x.3	Evaluation 
FFS 
***** End of Change *****
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