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1.
Update to multicast signalling
SA3 has updated the key transport mechanisms for protecting multicast signalling for MCPTT (specifically protecting floor control when floor control is multicast). To be clear, this has no impact on the multicast of media.
SA3 has defined that a new Mulitcast Signalling Key (MuSiK) for the protection of multicast signalling within Rel-14. The purpose of this key is to be generated by the participating MCX
 function and to be able to protect all multicast signalling from the participating MCX function and the MC client. This includes MCPTT floor control, but also MCVideo transmission control.
CT have come back to SA3, highlighting concerns about back compatibility. This is a discussion document looking at the issue.

2.
MSCCK

The MuSiK proposal expands the use of the MSCCK to allow a wider scope and also allows it to be downloaded outside of a bearer announcement message (the key download procedure). Accordingly, supporting back compatibility with Rel-13 is straight-forward as we can continue to support download over a MBMS bearer announcement message, and continue to support a MSCCK with little increase in functionality. 

Correspondingly, it is proposed that we add the MSCCK back into TS 33.180. If we are supporting key distribution over the MBMS bearer announcement message for MSCCK, it would seem useful to also support it for the MuSiK as this could reduce signalling in some scenarios at the cost of no additional functionality. 

3.
MKFC - Reasons for change
While it is easy to provide back compatibility for the MSCCK, it is difficult to do this for the MKFC. To understand the issues, the following are the reasons SA3 made the change to the MuSiK:

1. When the MCPTT Server is in a different system to the GMS, the GMS needs to send the MKFC into the separate system. The MKFC will be in use in the ‘home’ system to protect the integrity and confidentiality of communications (e.g. floor control). Consequently, the when the group client connects to an external MCPTT Server, the MKFC will be ‘leaked’ into the external system. The external system will now be able to read and create fraudulent floor control messages in the home MCPTT system. Furthermore, where external clients are using the home GMS, the home GMS will have no control over which external systems the external client may choose to connect to. In the majority of cases it is likely that the home MCPTT system will be prevented from sending out the MKFC to an external system by local policy
. This impacts the external system’s ability to use MBMS
.
2. Should a GMS from an external MCPTT system fail to provide the MCPTT Server with the MKFC, the MC system is unable to use multicast signalling. In this scenario, some floor control signalling will be able to be sent via multicast and some will not. See ‘Case 1’ in Figure 1. Based on the above rationale, this seems quite likely.
3. If the GMS from an external MCPTT system fails to provide the MCPTT client with the MKFC, but successfully provides the MCPTT Server with the MKFC, the MCPTT server needs to be able to establish whether the MKFC has been successfully distributed to clients (to know whether it can use multicast floor control). This information is currently not explicitly shared between the GMS and the MCPTT Server. To share this information, and keep it up to date, will require significant additional signalling
. Without this information, there is a strong possibility that signalling will fail to be delivered to MCPTT clients. See ‘Case 2’ in Figure 1.

These issues primarily occur when the GMS is moved into an external system (for which SA6 have defined use cases in Rel-14). They are less significant in Rel-13 where there is only one MCPTT System.

3.
Back compatibility

This section considers how Rel-13 system elements will work with Rel-14 system elements. As Rel-13 only defines MCPTT, only MCPTT considered in this section.

Our emphasis here is to ensure that the signalling from the MCPTT server to the MCPTT client is successful, either over unicast or multicast. The view is taken that not having back-compatible support for MCPTT multicast signalling support (e.g. floor control over MBMS) should be avoided, but does not have major system impact if limited to a few cases. Comparatively, failure to successfully deliver signalling over MBMS in the long term will have a major system impact. For this reason, we have proposed a solution that will mean that Rel-14 has a solution that will work cross-system with minimal risk of signalling failure.
To achieve this, the most important aspect is for the MCPTT Server to know whether a MCPTT client has a MKFC or a MuSiK. This allows the Server to know whether delivering floor control messages over MBMS will be successful. For this reason, it is proposed that support for MKFC is removed in Rel-14 at the MCPTT Server and client (as discussed in more detail below).
The cases are shown in Figure 1 below:
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Figure 1: Back compatibility of floor control security
· Case 0, 1 and 2 are part of Rel-13. Case 1 and 2 highlight a couple of the issues that will occur should the Rel-13 be used cross network in Rel-14. It is important to note that Rel-13 clients and Rel-13 servers will experience these issues should they be used as part of a cross-system group. This is as expected, as Rel-13 clients should not be part of a cross-system group as Rel-13 only supports a single system. Case 2 is particularly significant as it could well result in signalling failure as the MCPTT Server may not know whether the client has the MKFC.
· In Case 1, 4 and 7, only unicast floor control can be supported to Rel-13 server/clients as the GMS does not send the MKFC. As described in Case 1, this case is already applicable to Rel-13, as in Rel-13 the MCPTT Server needs to manage the case that the GMS fails to provide a MKFC. The MCPTT Server should observe the failure to provide the MKFC and keep floor control for these group clients on a unicast bearer until a MKFC is provided. As this failure case needs to be supported in Rel-13, it is already back-compatible and should not cause a major issue as the signalling will be successfully transmitted.

· Case 3 and 6 involve a Rel-14 server attempting to provide a MuSiK to a Rel-13 client. This procedure will fail as Rel-13 clients do not recognise MuSiKs. The Rel-14 MCPTT Server will observe the failure to distribute a MuSiK to the client and will keep floor control signalling to these clients on a unicast bearer. Consequently, the signalling will be successfully transmitted over a unicast bearer, avoiding major system impact.
· Case 5 involves a Rel-13 server attempting to provide a MKFC to a Rel-14 client. This procedure will fail as Rel-14 clients do not use MKFCs. As described in Case 2, this case is already applicable to Rel-13. In Rel-13, the MCPTT Server needs to be able to manage the case where the MKFC fails to be delivered to the MCPTT client. The Rel-13 Server should observe the failure message being returned to the GMS and keep floor control for these group clients on a unicast bearer until a MKFC is provided.
· Case 8 and 9 show the successful distribution of MuSiK to support multicast signalling.

For Case 3 and 6 it is better that the Rel-14 server does not support MKFC distribution. The reason for this is that should the Rel-14 client support MKFC distribution, it also needs to resolve the issue described in Case 2. Namely, it needs to understand whether an MKFC has been successfully distributed to the client before sending floor control over a multicast bearer. Without this information, signalling messages may fail to be delivered, but providing this information cross-system is complex and has security implications. To prevent this issue being brought into Rel-14, it is proposed that the Rel-14 server does not support MKFC distribution. This way, the Rel-14 server knows that clients that cannot receive MuSiK should use a unicast bearer for floor control.

For similar reasons, in Case 5 it is better that the Rel-14 client does not support MKFC distribution. Again, should it support receipt of MKFCs, then when connecting to external Rel-13 systems, the Rel-13 system may be unclear whether it has successfully received the MKFC. It is more likely that floor control signalling is successfully received if Rel-14 clients always reject MKFCs and this is known to the Rel-13 MCPTT Server. This allows the Rel-13 MCPTT Server to ensure that clients that cannot receive the MKFC using a unicast bearer for floor control.

It is believed that this approach will ensure that the faults which prevent the Rel-13 solution from being used to support multiple MCPTT systems are not inherited into Rel-14 (and beyond) and cause further issues in the future. 
4.
Stage 2 solution

The proposed Stage 2 solution is to:
· Re-introduce MSCCK into the TS 33.180 and allow MuSiK download over a MBMS bearer announcement message. 
· Do not introduce the MKFC functionality into Rel-14.
5.
Conclusion

The proposed solution is implemented in the following pCR and LS:
· S3-17xxx9 – A modification to the evaluation of solution #1.4 to include MSCCK.
· S3-17xxx6 – The addition of MSCCK functionality to TS 33.180.
· S3-17xxx5 – A reply LS to CT1 containing the above conclusion.
� MCX has been used as these procedures are applicable to MCPTT and MCVideo, and may be applicable to MCData.


� The difference here between the MKFC and the GMK is that the scope of distribution of the GMK is known upon its creation (the clients listed in the group receive the GMK). On the other hand, the MKFC is sent on the fly into any system a group client connects to. Correspondingly, it may be assumed that the MKFC may need to be sent almost anywhere during its lifetime, and this is not acceptable security practice.


� It has been suggested that multiple MKFCs could be created, one for each MC system. While this was not proposed to SA3, it has the security issue that a key that is used in one system (at the MCPTT Server) is created in another (at the GMS). It also results in a large number of keys to manage and maintains the dependency on an external system to support multicast floor control.


� Furthermore, there is a security risk associated with this GMS to MCPTT Server signalling. Any MC Server could request MKFC metadata or key material for any client (without needing to have that client within the system). This is akin to the current SS7 security issues. Replicating such a significant security issue across MC systems should be avoided. 
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