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1
Decision/action requested

This change to TS 33.180 allows the full XML document used for application signalling to be confidentiality protected.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This reflects the agreement in TR 33.880.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

************************START OF CHANGE*************************

9.3.2
Protected content

Confidentiality protection may be applied to the entire XML document or to the following individual identifiers and values:

-
MCX service user ID (e.g. MCPTT ID, MCData ID, MCVideo ID).

-
MCX Group ID.

-
User location information.

-
Alerts.

-
Access token. 
-
KMS provisioned key material.
Where confidentiality protection is applied to the entire XML document, the 'type' of message shall be clearly stated within the EncryptedData payload. The name shall reflect the names used in the message flows defined in TS 23.379 [aa], TS 23.280 [bb], TS 23.281 [cc] and TS 23.282 [dd]. This will allow the serving network to understand how their network is being used.

NOTE: 
Where the MCPTT Server is supporting legacy clients, these clients may not support confidentiality protection of the entire XML document. In this case, only individual identifiers and values should be confidentiality protected.
Integrity protection may be applied to the entire XML document, and to individual KMS certificates.

************************END OF CHANGE*************************

