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1	Introduction
This contribution proposes to discuss the key issue of subscribed service information protection.
Compare to previous network, the NextGen network will provide more various services. Thus the multiple subscribed service information are created and transited etc. in the NextGen network. The subscribed service information is parts of subscriber’s privacy, since it may relate to subscriber’s identity, preference, behavior etc., thus it needs to be protected. 
The security threats and the potential security requirements for subscribed service information protection are analyzed.
We kindly propose SA3 to agree the following pCR.

2	Proposal
It is proposed to approve below pCR.
Since all texts are new, revision mark is not used.

**********************Begin of changes********************************

[bookmark: _Toc467573364][bookmark: _Toc475606202][bookmark: _Toc475607677][bookmark: _Toc476246997][bookmark: _Toc476326967]5.7.3.y	Key issue #7.y: < Subscribed service information protection >
[bookmark: _Toc450799723][bookmark: _Toc452622492][bookmark: _Toc452659550][bookmark: _Toc452659963][bookmark: _Toc452660382][bookmark: _Toc452662530][bookmark: _Toc452966641][bookmark: _Toc452967058][bookmark: _Toc452967472][bookmark: _Toc452967885][bookmark: _Toc452970194][bookmark: _Toc457918304][bookmark: _Toc457919372][bookmark: _Toc467573365][bookmark: _Toc475606203][bookmark: _Toc475607678][bookmark: _Toc476246998][bookmark: _Toc476326968]5.7.3.y.1	Key issue details
Compare to previous network, the NextGen network will provide more various services. Thus the multiple subscribed service information are created, transited, usage, stored etc. in the NextGen network. 
The subscribed service information may relate to subscriber’s identity, preference, behavior etc., thus it is part of subscriber’s privacy. For example, the service information may include “a user A subscribed service B”.

[bookmark: _Toc450799724][bookmark: _Toc452622493][bookmark: _Toc452659551][bookmark: _Toc452659964][bookmark: _Toc452660383][bookmark: _Toc452662531][bookmark: _Toc452966642][bookmark: _Toc452967059][bookmark: _Toc452967473][bookmark: _Toc452967886][bookmark: _Toc452970195][bookmark: _Toc457918305][bookmark: _Toc457919373][bookmark: _Toc467573366][bookmark: _Toc475606204][bookmark: _Toc475607679][bookmark: _Toc476246999][bookmark: _Toc476326969]5.7.3.y.2	Security threats 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]If the subscribed service information of the subscriber is not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 
-	unauthorised knowledge of subscriber’s subscribed service information;
-	unlawful exposure of subscriber’s subscribed service information etc.
Potential threats may include:
-	The subscriber’s subscribed service information might be disclosed to an unauthorized party.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	The subscriber’s behavior data might be infeered by an unauthorized party.
-	The subscriber’s subscribed service information might be spoofed by an attacker.
-     The tampered subscribed service information may bring the lost for both subscriber and the operator.

[bookmark: _Toc450799725][bookmark: _Toc452622494][bookmark: _Toc452659552][bookmark: _Toc452659965][bookmark: _Toc452660384][bookmark: _Toc452662532][bookmark: _Toc452966643][bookmark: _Toc452967060][bookmark: _Toc452967474][bookmark: _Toc452967887][bookmark: _Toc452970196][bookmark: _Toc457918306][bookmark: _Toc457919374][bookmark: _Toc467573367][bookmark: _Toc475606205][bookmark: _Toc475607680][bookmark: _Toc476247000][bookmark: _Toc476326970]5.7.3.y.3	Potential security requirements
It shall not be feasible for an unauthorized party to acess subscriber’s subscribed service information. 
The NextGen shall support mechanism which provides appropriate and efficient confidentiality and integrity protection for subscribed service information.
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