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1
Decision/action requested

We propose resolution of ENs and addition of evaluation clause for solution #11.2 in TR 33.899 [x].
2
References

[x]
3GPP TR 33.889 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

It is proposed to resolve ENs in solution #11.2 and add evaluation of the solution. This is the resubmission of S3-170328, which was not treated during SA3#86.

[1st EN in Solution #11.2]

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).
The solution provides a framework for configuring security indication for UE and user, which is flexible to add new security capability items and its conditions for indication in the supported set, when there is needs from network operators or service providers. Although it is entirely possible for a certain network operator has its own set of items and conditions, but for minimum interoperability between different equipment and networks, default set would be meaningful to specify in normative phase. In this context, it is proposed to replace EN with the following note.

 NOTE: The set of items and conditions for security indication policy could be customized by network operators or service providers, or updated in the specification when there is needs. The default common set is out of scope of this solution and its scope may be specified in Annex E, “Questions and Interim Agreements”.
[2nd EN in Solution #11.2]

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.

It needs more elaboration in the normative phase, but it is currently simple pair of item and condition, and framework flexible to update. Therefore it is proposed to delete the EN.

[3rd EN in Solution #11.2]

Editor's Note: It is ffs to determine if it is possible or feasible to ensure that the network’s security information is actually visible to the human user.
Other than usual assurance test and certification program, according to agreed solutions and requirements, this EN seems out of 3GPP scope, so it is proposed to delete the EN. 

[4th EN in Solution #11.2]

Editor's Note: It is ffs if user policy overrides operator policy, or other alternative is possible such that only stronger/higher policy of user can override except “turn off” option.

In the same context as proposed resolution of 1st EN, it is proposed to specify minimum rule, or how to set rule by UE or network, in normative phase. It is proposed to delete EN and add policy priority phrase to the note suggested for 1st EN. 

[5th EN in Solution #11.2]

Editor's Note: It is ffs in which specification to define the assurance requirement.

If the configuration proposed or its delivery fails, some of following procedure will fail. Other than that, in the same context as proposed resolution of 3rd EN, it is out of 3GPP scope and thus it is proposed to delete the EN.

[6th EN in Solution #11.2]
Editor's Note: It is ffs when it is presented to the user, but it could be the point that the algorithm/capability is decided after negotiation or exchange between UE and 3GPP system.
In default, it is expected to be when security capability negotiation happens, but further optimisation will be specified in normative phase. For that, a note is proposed as follows.

 NOTE: Indication of security will be presented to the user when security capability negotiation happens and only if indication condition is met. Detail procedure and further optimisation is out of scope of this document.
[Evaluation text for solution #11.2]

This solution supports the requirement of security indication presentation to users. Other requirements on implementation of security capability provision by network and collection by UE, can be met by conventional security capability negotiation procedure. Although validation check of network security capability is not supported by the solution, if it is lower than required by UE it could be rejected. This solution provides a configuration framework for security indication to users with minimum impact on the legacy network, however, there is possibility for optimisation, when it is elaborated with more detail procedures in normative phase.
4
Detailed proposal

It is proposed to include the following change in TR 33.899 [x].

*** Change Proposal ***

5.11.4.2
Solution #11.2: Security visibility solution using security indication policy

5.11.4.2.1
Introduction  

This pCR proposes a solution for key issue #11.2: User awareness of security, particularly the following potential security requirements:

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.

5.11.4.2.2
Solution details  

User indication policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). User indication policy of security is specified as following:

· Security capability item, (noticeable value list of items, or changes of item value)

· Example 1: integrity algorithm, (null, snow 3G based)

If the integrity algorithm is null or snow 3G based one, a user will be notified.

· Example 2: encryption algorithm, (downgrade)

When the encryption algorithm is downgraded, a user will be notified.

· Example 3: authentication method, (other than new NG authentication)

When the authentication method is other than newly specified ones in NG, a user will be notified.



NOTE: The set of items and conditions for security indication policy and its priority could be customized by network operators or service providers, or updated in the specification when there is needs. The default common set is out of scope of this solution and its scope may be specified in Annex E, “Questions and Interim Agreements”.
The way how to present these security indication to users is an implementation issue (e.g. pop-up, status bar, or icon) and out of 3GPP scope, but the requirement will be mandated for assurance:

· Security indication/notification should be relatively stay. (i.e. if it is pop-up, that should stay on top of the screen of UE, until the user explicitly confirm, not closing after specified period of time.)

· Security indication/notification feature could be turned off by explicit choice of user in the configuration (i.e. setting menu). The default setting is "on".

· Users can configure the security indication policy through configuration/setting menu of UE, which overrides the operator policy.

· The more detail security capabilities are found in the configuration/setting menu of UE, for advanced users or other purposes.





NOTE: Indication of security will be presented to the user when security capability negotiation happens and only if indication condition is met. Detail procedure and further optimisation is out of scope of this document.
5.11.4.2.3
Evaluation 


This solution supports the requirement of security indication presentation to users. Other requirements on implementation of security capability provision by network and collection by UE, can be met by conventional security capability negotiation procedure. Although validation check of network security capability is not supported by the solution, if it is lower than required by UE it could be rejected. This solution provides a configuration framework for security indication to users with minimum impact on the legacy network, however, there is possibility for optimisation, when it is elaborated with more detail procedures in normative phase. 

*** End of Change Proposal ***

