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1	Decision/action requested
This contribution propose a solution on UP security negotiation. SA3 is kindly requested to approve this solution.
2	References
 [1]	3GPP TR 33.899
3	Rationale
[bookmark: _GoBack]This contribution proposes two ideas. The first one is that AS SMC shall only be used for negotiating CP algorithms between UE and RAN. Because there may not be PDU session establishment in registration procedure, the eNB may not have necessary information to establish UP security at that time.  The second idea is that SMF decides whether activate/deactivate the UP security, and RAN just receives the decision and then it will select UP algorithms based on it. 
4	Detailed proposal
5.1.4.z	Solution #1.z: UP security Determination
5.1.4.z.1	Introduction  
This solution addresses key issues #1.3, #1.4 and #1.16.  .
5.1.4.z.2	Solution details
Figure 5.1.4.z.2-1depicts a UP security negotiation call flow. It is a generic negotiation framework that could be added more details in normative phase. The description of call flow could be found below the figure.
Editor’s Note: It is ffs how potential bidding down attacks will be handled during UP security algorithms negotiation


Figure 5.1.4.z.2-1 UP security negotiation based on session granularity
0. gNB is preconfigured with allowed CP security capability and allowed UP security capability. There shall be one list for integrity algorithms, and one list for ciphering algorithms for both CP security capability and UP security capability. The allowed lists for CP security shall be ordered according to a priority decided by the operator.  The allowed lists for UP security are optional ordered. If the allowed UP and allowed CP security capability lists are the same, there will be only two allowed algorithm lists which are one list for integrity algorithms and one for ciphering algorithms. 
1. UE sends Registration Request to the AMF. UE supported algorithms that contain ciphering algorithms and integrity protection algorithms shall be included in this message.
2. AMF initials authentication procedure for mutual authentication.
3. The following registration procedure is performed.
4. AMF sends N2 messages to the RAN with security context included. The N2 message also contains Registration Accept message.
5. RAN selects CP security algorithms based on UE supported algorithms and the priority list of CP algorithms that pre-configured at the gNB
6. RAN sends AS SMC to the UE with selected signalling algorithms and UE security capability. This signalling was integrated protected. After UE verifying the integrity protection of the AS SMC, it will response AS SMP to the RAN. After this step, the CP protection between UE and RAN is established.
7. The RAN forwards Registration Accept to the UE. 
8. The UE initiates the UE Requested PDU Session establishment procedure by the transmission of a NAS message containing a PDU Session Establishment Request within the N1 SM information. The PDU Session Establishment Request may include a PDU Type, SSC mode, Protocol Configuration Options.
9. After selecting a SMF, AMF will send SM request signalling to SMF. PDU session ID, Subscriber Permanent ID, DNN are included the same way as 23.502[83] described.
10. SMF will communicate with UDM for SM-related information such as default QoS profile, and communicate with PCF for dynamic PCC rules that can overlap default QoS profile.
11. If the PDU is an existing PDU session. Then the SMF can find the previous security policy. If the PDU is an initial request, then SMF determines security policy, e.g. depending on Subscriber Permanent ID, DNN, NSSAI or security requirement of application. The security policy indicates the RAN whether UP confidentiality protection and integrity protection are enabled or not, for example, the security policy includes UP security lists of serving network allowed UP security algorithms which may be ordered according to a priority decided by the operator or indications showing whether UP confidentiality protection and integrity protection are enabled or not.
12. SMF sends the security policy, authorized QoS profile and session ID to the AMF in N11 interface.
13. AMF sends N2 PDU session request to the gNB with the SM information that contains the security policy. 
14. RAN activates/deactivates UP confidentiality protection and UP integrity protection according to security policy by selecting ciphering algorithm and optional integrity algorithm  ,e.g. If the security policy indicates enabling UP ciphering and UP integrity, then the RAN selects a ciphering algorithm and an integrity algorithm based on UE security capability and RAN allowed security algorithms which is consistent with TS33.401 subclause 7.2.4.2 . If the security policy contains a UP security lists of serving network allowed UP security algorithms, the selected algorithms shall be based on UE supported algorithms, RAN allowed algorithms and serving network allowed UP security algorithms in the security policy. That is RAN shall choose the algorithm(s) which meets the security policy and has the highest priority from preconfigured RAN allowed algorithms and is also present in UE supported algorithms.
NOTE1: NULL ciphering algorithm is selected if ciphering is not used or is not allowed. 
NOTE2: 	The security policy shall also be applied on handover procedure. Source RAN shall transfer the security policy along with transferred radio bearer information to target RAN during Xn or NG2 handover, in order that the target RAN chooses algorithms which meet the security policy. 
15. RAN transfer selected UP algorithm(s) to the UE with DRB information in RRC signalling, i.e. RRC connection reconfiguration signalling.
16. The UE sends the uplink data using the DRB. The data shall be protected based on the selected UP algorithm(s)
5.1.4.z.3	Evaluation
TBD
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