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1
Decision/action requested

SA3 is kindly requested to include the following key issue in the REAR TR.
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References
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TR 23.733
3
Rationale

In order to establish bearers to the network via a eRelay UE, an eRemote UE may have to perform an attach procedure. As a result, the eRemote may reveal its IMSI to the eRelay UE, for example, in case the eRemote UE was not yet assigned a GUTI or has lost it, the MME has lost the eRemote UE’s GUTI or the eRelay UE fools the eRemote UE into thinking that the network has lost the eRemote UE’s GUTI.

In this pCR we propose to include these concerns as a key issue into the TR so that SA3 can study the consequences and possible solutions.

If IMSI attach via eRemote UE is considered undesirable, two solutions are presently foreseen, but not yet proposed for inclusion into the TR, namely:

-
Attach with IMSI is forbidden when executed via eRemote UE;

-
Attach via eRemote UE reuses the privacy protection mechanism specified for 5G.
4
Detailed proposal

 **** FIRST CHANGE ****
X.#ATT
Key Issue #X.#ATT – IMSI Privacy for attach via eRelay UE
Editor's note: Alignment with SA2 procedures is FFS. 
X.#ATT.1
Introduction

In case an eRemote UE attaches via an eRelay UE to the network, the eRemote UE may have to reveal its IMSI. This key issue deals with avoiding revealing the IMSI.

X.#ATT.2
Key Issue Details

In order to establish bearers to the network via a eRelay UE, an eRemote UE may have to perform an attach procedure. As a result, the eRemote may reveal its IMSI to the eRelay UE, for example, in case the eRemote UE was not yet assigned a GUTI or has lost it, the MME has lost the eRemote UE’s GUTI or the eRelay UE fools the eRemote UE into thinking that the network has lost the eRemote UE’s GUTI.

X.#ATT.3
Security Threats

Revealing the IMSI to the eRemote UE is a breach of the user’s privacy.

X.#ATT.4
Potential Security Requirements
· The IMSI of the eRemote UE shall never be sent via the eRelay UE in clear text;
