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-
1. Overall Description:

SA3 thanks GSMA FASG DESS for their LS on the establishment of a new task force for Diameter Security, called DESS. SA3 appreciates and encourages this initiative since IPsec and (D)TLS based methods have had limited success.
SA3 would like to point out to GSMA FASG DESS that SA3 has discussed security of the interconnection network as part of security area #10 of TR 33.899. SA3 would further like to point out that TR 33.899 contains two potential solutions, one for end-to-end protection of a DIAMETER AVP for the exchange of authentication vectors and one that provides a migration strategy from a state where only a few operators support a new Diameter security solution to global support.
SA3 has discussed diameter security and would like to share some of its observations. SA3 is of the opinion that Diameter security should be used on a per AVP basis. Some AVPs, such as e.g. authentication vectors, in inter-PLMN signaling will need to be end-to-end confidentiality protected between PLMNs. Others may benefit from end-to-end integrity protection whereas others again may need to be changeable by intermediate parties.

SA3 kindly requests GSMA DESS to keep SA3 updated on their progress.

2. Actions:

To GSMA DESS group.

ACTION: 
SA3 asks GSMA DESS to keep SA3 updated on their progress
3. Date of Next TSG-SA WG3 Meetings:

SA3#88
7-11 August 2017
Dali City, China

SA3#88Bis (Adhoc on 5G)
9-13 October 2017
Singapore
