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1
Decision/action requested

Agree on the pCR below.
2
References

[1]
3GPP TR 33.899 v1.1.0, Study on the security aspects of the next generation system
3
Rationale
Key issue #4.4: Security aspects of inactive mode mobility is updated in this pCR.

Questions and agreements have been added as well to this pCR.
4
Detailed proposal

***BEGIN CHANGES***
5.4.3.4

Key issue #4.4: Security aspects of inactive mode mobility
5.4.3.4.1
Key issue details
Editor’s Note: RAN2 has not decided the mobility procedure in RRC_INACTIVE state yet.  Therefore, the solution for this key issue shall be dicussed only after the mobility procedure for RRC_INACTIVE state in RAN2 is decided. 
The Next Generation system willinclude UE mobility in RRC_INACTIVE state according to TR 38.804 v0.7.0 [x]. 
Clause 5.5.2.1 in TR 38.804 [x], describes the new UE mobility functionality named RAN-based notification area management. A UE in the RRC_INACTIVE state can be configured with the RAN-based notification area by the network (gNB). The RAN-based notification area can cover single or multiple cells and can be smaller than CN area. When the UE is leaving this configured RAN notification area then the UE shall initiate an update of its location in the network (gNB). 

The scope of this Key issue is the security aspects of this new UE mobility procedure.

5.4.3.4.2
Security threats 
A malicious UE could, on behalf of a real UE, update the UE location in the network (gNB) and fool the network to belivev that the real UE is in a different location compared to where the real UE is actually located 

This attack could imply that when the network attempts to page the real UE in the new updated RAN-based notification area, the real UE is not reachable.

This attack could also imply that the attacker (malicious UE) could move the UE security context from one gNB to a different gNB, so that when the real UE has UP data pending to be sent to network and initiates transfer to RRC_CONNECTED state, the gNB may not be able to find the UE security context identified by the Resume ID. 
5.4.3.4.3
Potential security requirements

The network (gNB) shall be able to perform UE verification to be able to detect a malicious UE acting on behalf of a real UE.

If a UE initiates a new RAN notification area management procedure in order to update its new location in the network (gNB) and is connecting to a new (another) gNB, a new KAN shall be derived between the UE and the gNB.
***
NEXT CHANGES
***

***END CHANGES***

