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1
Decision/action requested

S3-170852 proposed to add questions for security area #11 to the annex of TR 33.899 and was updated in S3-171108. Contribution S3-171307 added the privacy aspects to the key issue 8.3.11. 

S3-171557 is joining both documents (108 and 307) and was dicussed and updated in email approval process after SA3#87. Comments as given in the email approval period are added.
2
References
3
Rationale

This contribution proposes to add questions for security area #11 in the Annex. Considering requirements, solutions, and its evaluation, as well as proposed conclusion, the following questions seems valid to ask.

For key issue #11.1, it needs to be decided whether it is in the scope of 3GPP or SA3, how to applications/services could deliver its security requirements to UEs. UE’s action based on that is next question (as described in the requirement of the key issue), but this seems more general question on this security area. Additional question is if this applications/services are limited to 3GPP application/services or not.

For key issue #11.2, the question is whether 5G UE shall be supported to collect security provided by the network, and shall indicate it to users when it is appropriate. Further questions are about the scope of security for indication, such as AN, CN signalling, UP data, and 3GPP services.
For key issue #11.3, the question is whether 5G UE shall be allowed to affect security between UE and network (by delivering its preferences other than default UE security capabilities). Similar questions to KI #11.2 should be asked on the scope of configuration (e.g. AN, CN signalling, UP data, and 3GPP services). 
For key issue #11.4, there is no question yet, because it seems general principle of flexible security for 5G.
4
Detailed proposal

It is proposed to add the following questions in Annex E.11 of TR 33.899.
*** Change Proposal ***
E.11 
Questions and Interim Agreements for security area #11

E.11.1 
Questions and Interim Agreements for Key Issue #11.1

E.11.1.0 
Questions in other clauses affecting this key issue

This key issue has dependency on questions related to UE control of security between UE and network for key issue #11.3

E.11.1.1 
UE’s awareness of and actions based on security requirements from service/applications
E.11.1.1.1 
Description of Question

Shall 5G UE be supported to be aware of security and privacy requirements of services/applications?

If yes, shall 5G UE be allowed to take an action based on it? 

Shall the network provide or announce its privacy capabilities to create UE awareness?
If so, how will it be addressed in the specification – just recommendation on its implementation, or specification of interface between UE and services/applications (in which specification?). It also needs to be decided whether this support is applicable to 3GPP application/services only or not.

E.11.1.1.2 
Interim Agreement
Tbd


E.11.2 
Questions and Interim Agreements for Key Issue #11.2

E.11.2.0 
Questions in other clauses affecting this key issue

E.11.2.1 
UE’s awareness and indication of security 

E.11.2.1.1 
Description of Question

(1) Shall 5G UE be supported to be aware of and to collect security preferences of signalling and connection networks to indicate to users or applications in Phase 1? 
(1a) If the answer is positive, which of security are applied among AS, NAS signalling, User Plane data traffic, and 3GPP services?

(2) Shall a 5G UE support to act based on privacy preference provided by the network? 

E.11.2.1.2 
Interim Agreement

(1) Yes


(2) Yes 

E.11.3 
Questions and Interim Agreements for Key Issue #11.3

E.11.3.0 
Questions in other clauses affecting this key issue

Related questions will be updated when they are asked for related key issues, for example, #3.2 "Refreshing keys" and #7.1 "Refreshing of temporary subscription identifier".
E.11.3.1 
Security configuration based on preference by users or applications/services

E.11.3.1.1 
Description of Question

Shall 5G UE be able 
to deliver security preference to the network in 5G Phase 1? 
Shall 5G UE be allowed to act based on security preference of network, users, and possibly applications or services before/during/after security setup/negotiation procedures in 5G Phase1? If the answer is positive, to which of security is it applicable among AS, NAS signalling, User Plane data, and 3GPP services?


The following is a set of questions related to privacy configuration in particular: 
Shall a 5G UE provide its privacy capabilities / usage to the network for efficient processing?

Shall a 5G UE be allowed and supported to act based on privacy preference from the UE’s human owner or if requested by other users? 
Shall a 5G UE be prohibited to answer to IMSI paging and shall this be configurable? 
Shall a 5G UE support to act based on privacy preferences from applications or services? 
When should a 5G UE act? Before/during/after security setup/negotiation procedures? 
E.11.3.1.2 
Interim Agreement

Tbd



*** End of Change Proposal ***

�[E///] This question only makes sense if the scope and the expected behavior of the network are included. Is your intended scope the ciphering and integrity algorithms for messages sent over the air interface (signaling and user data on PDCP layer) and NAS messages? Or do you envision a wider scope? And what is the expected network behavior? There are basically two ways how the network can react, it can follow the UE preference or it can ignore it. If the network follows the UE preference, there is always the risk that an attacker has modified the UE preference and in this way has degraded the security of the connection. If the network ignores the UE preferences, there is no need to send the UE preferences. 


[joonwoong] For the scope, the following questions seem to address your point, while this question is rather high level – whether we will include it or not at all, even the scope might be adjusted for the phase 1. For the network behavior, your comment is valid. My understanding from the previous discussion on the key issue is that network makes a final decision anyway, but it may try to address UE’s security preference (maybe depending network policy). The point here for me, is to at least to provide opportunity to present its security preference, and provide network to understand it. Even if network ignores it (e.g. fake or compromise network may well do so), UE can act on that (in the extreme case, sensitive service/application may choose not to continue on the lower security that expected). Now, if UE tries only low security, network could have its policy on that as well. So UE and network will act based on its needs and policy. Since this is high level questions, not every details to meet the key issues requirements or corner case, as long as it is necessary and feasible question, I think we can keep this question as it is. 


AJ: I split the first question in 2. I think, it could be kept as question, but interim agreement is proposed to be kept for f2f discussion in next meeting. 





�[E///] Here the scope is included, which is very good. However, could you clarify what you mean by “user plane data”, do you mean user plane data sent on the air interface (PDCP layer) or also user plane data sent on e.g. N3 and Xn?


[joonwoong] Good point. We may separate it to be clear. Over the air should be the first priority, I guess


AJ:  adding words in the question. Correct? Any proposal how to separate the second part of the first question? Should we leave it out for now?


�This should belong to E.11.3


�AJ: Propose to split by numbering, thus, no need to repeat text.


Solution preference should be discussed f2f.


If no consens on agreement proposal, I am also fine to delete for now. But actually I would say, this one is straight forward.


�AJ: Correct?


�AJ: It was proposed that this question from 11.2 belongs to 11.3, but LG did not copy it here. I think, the privacy aspects shall be added. Rest formatted.


�[E///] As explained above, we do not think that SA3 should make such a general agreement, the scope and expected network behavior should be very clear. Otherwise, SA3 will just postpone this discussion to normative phase. 


[Joonwoong] Again, this is answer to high level question, and the scope follows. I think we have this kind of structure in other questions and agreement as well, from high level to low level questions/answers.


AJ: here I agree with LG and ERI: yes, it is obvious behaviour of a UE to provide its preferences to the network, but similar general agreements were done by others. For the sake of gaining consens, I propose to delete for now. 


�[E///] Could you clarify what you mean by this statement and what is the scope? In LTE, the UE always accepts the decision of the network during SMC, do you envision any UE behavior deviating from this? For the user preference, it would be good to discuss exactly for which cases it makes sense that the user influences the preferences. Apart from that, it is also unclear whether user influence even needs to be standardized, as it will probably not impact interoperability.


LG - What I meant by this is to provide UE visibility, and in worst case UE can protect itself (by disconnection), until network finds the solution to the problem (e.g. previous vulnerability case of fake gNB with redirection to weak security). In my understanding, we try to make the system (Core network, access network, and UE) secure as well, not just interoperability. We already had the no ciphering indicator in legacy LTE. Do you think this is also for interoperability?


AJ: propose to keep agreement discussion for next meeting.





�[E///] As long as the other questions haven’t been clarified, we propose remove the reference to a concrete solution from the agreement. Also, Solution #11.3 is not stable as of now because an update of the solution is still under email approval.


[Joonwoong] If is fine by me, not to address any solution until it is clarified through email approval or later discussion. The solution is just a kind of policy/configuration format, which is flexible, so we can start as a minimum scope and extend or add later if it is necessary without backward compatibility issue at least for 5G UE and network.


AJ: propose to delete solution part as well.





