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1
Decision/action requested

The contribution proposes some introductory text for the authentication clause of TS 33.501
2
References

[1]
3
Rationale

This contribution proposes some initial introductory text for the authentication clause of TS 33.501. It uses the subclause headings proposed from the Nokia contribution [1] that was discussed on conference call on 3rd May 2017. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TS 33.501.
***** First Change *****

6.1
Primary authentication and key agreement

6.1.1
Authentication framework

6.1.1.1 General
The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key provided by the AUSF to the SEAF.
Keys for more than one security context can be derived from the anchor key without the need of a new authentication run. A concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 
In addition, the 5G security architecture also supports the feature that an authentication run  can result in a key left at the AUSF based on the home operator’s policy on using such a key. 
NOTE: This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 23.501 [xx].)


Editor’s note: EPS AKA* refers to variants of EPS AKA that is being discussed for use over 5G (see TR 33.899 for one variant of it) – it may be renamed to a more 5G sounding name. 
6.1.1.2 EAP framework
Editor’s Note: This clause is meant to explain what support for the EAP framework means for the various functional entities in the 5G system. 

6.1.1.3 Granularity of serving network authentication

The primary authentication and key agreement procedures support the binding of the anchor key to the serving network. This prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 
Furthermore, the anchor key provided to the serving network is also specific to the authentication having taken place between the UE and a 5G core network, i.e. the anchor key is cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.
Editor’s Note: The exact inputs used to bind the key provided to the serving network are FFS
***** End of Changes *****

�Note to rapporteur, this note (rephrased) is in another document -  please place the editors note below that note.





