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1
Decision/action requested

The following pCR proposes to include the text from the interim agreements on UP confidentiality and integrity into the TS 33.501.
2
References

[1]
S3-170903 – Skeleton for TS 33.501
[2]
TR 33.899 v 1.1.0
3
Rationale

The interim agreements on UP confidentiality and integrity have been agreed in [2], and so inclusion of the corresponding text in the TS [1] is a reasonable next step.

Revision 1: Removed the fourth change and merged the text into the first change.

Revision 2: Removed the text about the negotiation because it said ‘confidentiality protection’ was only used after negotiation.

4
Detailed proposal

*** First change ***
5.1
Requirements on the UE
5.1.1
General

5.1.2
User data and signalling data confidentiality 

5.1.2.1
Requirements on Support and Usage of Ciphering
The UE shall support ciphering of user data between the UE and gNB.

The UE shall support ciphering of RRC  and NAS-signalling.
The UE shall implement the following ciphering algorithms:
Editor’s note: The list of supported ciphering algorithms is FFS.

The UE may implement the following ciphering algorithms:
Editor’s note: The list of supported ciphering algorithms is FFS.
Confidentiality protection of the user data between the UE and gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.
5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on Support and Usage of Integrity Protection

The UE shall support integrity protection of user data between the UE and the gNB.
The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:
Editor’s note: The list of supported integrity protection algorithms is FFS.

The UE may implement the following integrity protection algorithms:
Editor’s note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use. 
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor’s note: The list of exceptions is FFS.

*** Second change ***
5.2
Requirements on the gNB
5.2.1
General

5.2.2
User data and signalling data confidentiality 

5.2.2.1
Requirements on Support and Usage of Ciphering
The gNB shall support ciphering of user data between the UE and the gNB.

The gNB shall support ciphering of RRC-signalling.
The gNB shall implement the following ciphering algorithms:

Editor’s note: The list of supported ciphering algorithms is FFS.
The gNB may implement the following ciphering algorithms:

Editor’s note: The list of supported ciphering algorithms is FFS.

Confidentiality protection of user data between the UE and gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on Support and Usage of Integrity Protection

The gNB shall support integrity protection of user data between the UE and the gNB.
The gNB shall support integrity protection of RRC-signalling.
The gNB shall implement the following integrity protection algorithms:

Editor’s note: The list of supported integrity protection algorithms is FFS.

The gNB may implement the following integrity protection algorithms:

Editor’s note: The list of supported integrity protection algorithms is FFS.
Integrity protection of the user data between the UE and gNB is optional to use.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor’s note: The list of exceptions is FFS.
*** Third change ***
5.X
Requirements on the AMF

5.X.1
General

5.X.2
Signalling data confidentiality 

5.X.2.1
Requirements on Support of Ciphering

The AMF shall support ciphering of NAS-signalling.

The AMF shall support the following ciphering algorithms:

Editor’s note: The list of supported ciphering algorithms is FFS.

The AMF may support the following ciphering algorithms:

Editor’s note: The list of supported ciphering algorithms is FFS.
Confidentiality protection of the RRC-signalling and NAS-signalling is optional to use.

Confidentiality protection shoud be used whenever regulations permit.
5.X.3
Signalling data integrity 

5.X.3.1
Requirements on Support of Integrity Protection

The AMF shall support integrity protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

Editor’s note: The list of supported integrity protection algorithms is FFS.

The AMF may support the following integrity protection algorithms:

Editor’s note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor’s note: The list of exceptions is FFS.

