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1. Introduction
Miscellaneous changes to make the document more readable.
2. Proposed Changes
***************Start of Change 1****************
6.5
Security of V2X application data

6.5.1
General

V2X application data is sent by vehicle UEs in periodic or event-driven broadcast messages, and can occur either on the PC5 interface or on the LTE-Uu interface. 

V2X applications aim to improve road safety and travel mobility, by issuing timely warnings to the driver, or providing information about road hazards and congestion, emergency vehicles, etc. It is therefore of utmost importance that the safety messages broadcast by UEs are trusted as having been issued from a legitimate/well-functioning device.

For the PC5 mode, the recipients of these messages (i.e. vehicle UEs are within communication range of the sending UE) are not known in advance to a transmitting vehicle UE, and hence a priori (e.g., network assisted) security association establishment between UEs is not feasible to be supported. This is the nature of this point to multipoint communication within a dynamically changing set of UEs. Therefore, neither current LTE security nor ProSe one-to-many communication security is applicable.

NOTE: Establishing of security association in an ad-hoc fashion between UEs over PC5, which might be needed for other applications and use cases, is not addressed in this document.

6.5.2
Security procedures

Though the security requirements applicable to V2X communications are all satisfied by employing application-layer security as defined in other SDOs, (e.g. IEEE [16] or ETSI ITS [17]), such use of the application-layer security to secure V2X communications is outside the scope of 3GPP.   

For PC5 communication, the data frames inherit the format of the PC5 one-to-many communication. They contain fields relating to group keys. These fields are all set to zero for PC5 based V2X communications.  

For LTE-Uu communications, the air interface confidentiality may be applied as regular LTE (see TS 33.401 [12]).

***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TS 33.185.
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