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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Mission Critical Security Enhancements
Acronym: eMCSec
Unique identifier: 
<tbd> 
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	
	

	No
	
	
	X
	X
	

	Don't know
	X
	X
	
	
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	620164
	Mission Critical Push To Talk (MCPTT) over LTE
	Parent WID 

	620143
	Functional architecture and information flows to support MCPTT
	Parent WID

	700027
	Mission Critical Improvements
	Parent WID

	700028
	Mission Critical Services Common Requirements
	Parent WID

	700029
	Mission Critical Push to Talk over LTE Realignment
	Parent WID

	700030
	Stage 1 of MCVideo
	Parent WID

	700031
	Stage 1 of MCData
	Parent WID


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	750021
	Enhancements for functional architecture and information flows for MCPTT
	Release 15 Stage 2 work item

	750022
	Enhancements to Functional architecture and information flows for Mission Critical Data
	Release 15 Stage 2 work item

	750023
	MBMS usage for mission critical communication services 
	Release 15 Stage 2 work item


3
Justification

As the mission critical architecture continues to evolve in release 15, the mission critical security architecture needs to maintain alignment.  Stage 2 architecture work for Release 15 Mission Critical features (interworking, interconnect, MBMS, MCPTT, MCData, and MCVideo) is under development within SA6.  
SA3 needs to address the security for any architectural enhancements, modifications or new features based upon updates to SA6 documents TS 23.179 "Functional architecture and information flows to support mission critical communication services",  TS 23.280 "Common functional architecture to support mission critical services", TS 23.281 "Functional architecture and information flows for mission critical video" and TS 23.282 "Functional architecture and information flows to support Mission Critical Data (MCData)".

In addition, SA3 will need to address security for the architecture under normative development in SA6 regarding:  Multimedia Broadcast and Multicast Service (MBMS) usage for mission critical communication services; migration and interconnection for mission critical services; and the mission critical communication interworking between LTE and non-LTE systems.
4
Objective

This work item will address the SA3 normative security work for the mission critical architecture based on the output of SA6 (Mission Critical PTT, Data, Video, Interconnect, Interworking, Migration and MBMS) as specified in TS 23.179, TS 23.280, TS 23.281 and TS 23.282 for release 15.  This work item also includes defining the security solutions for Interconnect, Interworking, Migration and MBMS architecture as specified in SA6.
The Stage 2 security architecture previously defined in Release 14 shall form the basis of the Release 15 architecture to maintain cohesion, integration and backward compatibility across Mission Critical services.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	 None
	
	
	
	
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	33.180
	Enhancements to the mission critical security based on evolution of the mission critical architecture defined by SA6.
	SA#78

(12/17)



6
Work item Rapporteur(s)
Haigh, Peter, NCSC
7
Work item leadership

SA3
8
Aspects that involve other WGs
CT shall define the stage 3 work
9
Supporting Individual Members
	Supporting IM name

	Motorola Solutions

	Airwave

	BT

	Ericsson

	Nokia

	Airbus

	NCSC

	Home Office

	BMWi


