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1
Decision/action requested

This pCR for TS 33.880 adds back in MSCCK functionality to the solution evaluation to allow back-compatibility with Rel-13.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This pCR for TS 33.880 adds back in MSCCK functionality to the solution evaluation to allow back-compatibility with Rel-13. The contribution reflects the discussion within S3-171119.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

*******************************FIRST CHANGE********************

8.1 
Evaluation of Solution #1.2: Distribution of key material to protect signalling

The solution meets the applicable security requirements listed in clause 5.2, allowing a means to distribute keys for the protection of signalling between the MC client and a MCX Server. The approach also simplifies the security procedures already defined in TS 33.179 [3]. 

It is the only defined solution for updating CSK (which was not defined in TS 33.179 [3]) and meeting requirement [MCSEC-1.8-1] for distribution of MKFC. For distribution of MSCCK, there are three other solutions: Solution #3.1, #3.2 and #3.3. Solution #1.2 is effectively an adaptation of solution #3.1 to distribute the new key within its own channel (rather than within the multicast bearer announcement message). This should be more efficient over the lifetime of the service.
Support for the MSCCK and support for distributing the MSCCK (within a bearer announcement message) should be maintained from TS 33.179 to allow for back-compatibility. Note, the MSCCK is not used unless required to communicate with a legacy server or client (as defined by the functionality in TS 33.179.  
In terms of back-compatibility for MKFC functionality, the following shall be the functionality within the system:
a. 1)
The GMS shall not produce MKFCs.

b. 2)
The MCPTT PF shall:

i. a)
attempt MuSiK 'key download' prior to establishing an MBMS bearer. Should the MuSiK be accepted, multicast signalling shall be protected using the MuSiK (or another MuSiK/MSCCK subsequently delivered by the server). If the MuSiK is rejected, only unicast signalling shall be used for MCPTT signalling with the MC client.
ii. b)
reject any MKFCs provided from a GMS.
c. 3)
The MC client shall:

i. a)
Support receipt and use of MKFCs (alongside MuSiK and MSCCK).

ii. b)
Reject MKFCs received from other MC systems (based upon the GMS identity).

iii. c)
Discard previously received MKFCs upon attaching to a new MC system. 

Where a MuSiK is established at the same time as a MBMS bearer is established, MuSiK distribution may be optimised by attaching the MuSiK to a MBMS bearer announcement message rather than creating a separate 'key download' message.
The approach applies across the MC services, and is flexible allowing distribution of future keys for future MC services.

It is recommended that Solution #1.2 is used as the method for distribution signalling keys to support the mission critical service.

