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4.2.3.2.3
Protecting data and information in storage
Requirement Name: Protecting data and information in storage
Requirement Description:

For sensitive data in (persistent or temporary) storage read access rights shall be restricted. Files of a system that are needed for the functionality shall be protected against manipulation.
In addition, the following rules apply for: 

-
Systems that need access to identification and authentication data in the clear, e.g. in order to perform an authentication. Such systems shall not store this data in the clear, but scramble or encrypt it by implementation-specific means.

-
Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data .

-
Stored files on the network product: examples for protection against manipulation are the use of checksum or cryptographic methods.


Security Objective references: tba

Test case: 
Test Name: TC_PSW_STOR_SUPPORT

Purpose:

Verify that Password storage use one-way hash algorithm.

Procedure and execution steps:

Pre-Conditions:

-
The tester can access the storage of own user account password. 

-
The tester has privileges to change the password.

-
The original password is P1.

Execution Steps

1.
The tester accesses the storage where the result of P1 is, and the corresponding hash value is recorded as A

2.
The tester changes the password with P2, then the tester record the storage hash value of the new password as B

3.
The tester repeats the step 2 to get other records.

4. The tester verifies whether all the records comply with the characteristic of one-way hash result.

Expected Results:

All records comply with the characteristic of one-way hash result.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot contains the operation results.

NEXT CHANGE
4.2.3.2.5
Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Description:

In some cases access to personal data in clear text might be required. If such access is required, access to this data shall be logged, and the log shall contain who accessed what data without revealing personal data in clear text. When for practical purposes such logging is not available, a coarser grain logging is allowed.

In some cases, the personal data stored in the log files may allow the direct identification of a subscriber. In such cases, the revealed personal information may not expose the subscriber to any kind of privacy violation. 


Test case: 

Test Name: TC_LOGGING_ACCESS_TO_PERSONAL_DATA 
Purpose:

Verify that in cases where a network product presents personal data in clear text that access attempts to such data are logged and the log information includes the user identity that has accessed the data. The test case also verifies that the personal data itself is not included in clear text in the log.

Procedure and execution steps:

Pre-Conditions:

A document which provides a description of where personal data in clear text is accessible on the network product, how it can be accessed, and details of where such access attempts are logged and how to view these logs.

Execution Steps

-
The tester verifies that for cases where personal data is accessible in clear text that attempts to access it are recorded in a log, that the log includes the user that has attempted to access the data and that the log does not include the actual personal data in clear-text. 

-
The tester repeats the check for each case where personal data is accessible. 

  Expected Results:

All access attempts to personal data (in clear text) are recorded in the described logs, with the user identity included and no personal data is visible in the log.
Expected format of evidence:

Sample copies of the log files.
NEXT CHANGE

4.2.3.3.2
Boot from intended memory devices only
Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 

The network product can boot only from the memory devices intended for this purpose.

Test case: 

Test Name: TC_BOOT_INT_MEM_1
Purpose:

Verify that the network product can only boot from memory devices intended for this purpose (e.g. not from external memory like USB key).
Procedure and execution steps:

Pre-Conditions:

A document which contains information regarding the firmware access mechanism supported by the product and about the memory devices from which the network product can boot.

Execution Steps

1.
The tester verifies that the network product is configured to boot from memory devices declared in the network product document only.

2.
The tester verifies that there is not possible to access and modify the firmware of the network product without successful authentication.
Expected Results:

The network product cannot boot from a memory device that is not configured in its firmware, and access to the firmware is only possible with the correct authentication.

Expected format of evidence: NA

NEXT CHANGE

4.2.3.3.3
System handling during excessive overload situations
Requirement Name: System handling during overload situations
Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on an overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.
In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.

The vendor shall provide a technical description of the network products' Over Load Control mechanisms (especially whether these mechanisms rely on cooperation of other network elements e.g. eNode B) and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.

Security Objective references: tba.
Test case: 
Test Name: TC_SYSTEM_HANDLING_OF_OVERLOAD_SITUATIONS
Note: 
This test case covers requirements 5.2.3.3.1 and this requirement 5.2.3.3.3.

Purpose:

Verify that the network product:

-
has a detailed technical description of the overload control mechanisms used to deal with overload scenarios;

-
has test results verifying the operation of the overload control mechanisms. 

Procedure and execution steps:

Pre-Conditions:

-
A document which provide a detailed technical description of the overload control mechanisms.

-
Test results from a test execution phase of overload control mechanism testing.

Execution Steps

-
The tester verifies that there is:

-
A technical description providing a high-level overview of the overload control design:

-
An overview of the types of overload scenarios that the network product overload control mechanisms are expected to handle. 

-
An overview of the overload control thresholds that the network product uses to trigger overload control mechanisms,.

-
Description of the types of attacks that may cause an overload to the network product and how these are handled.

-
A description of how the network product discards or handles input during various overload situations including excessive overloads. i.e. where the overload is significantly greater than the thresholds where overload detection is triggered. 

-
A description of how the network product security functions operate and perform during overload.

-
A description of how the network product shuts down or performs or takes other abatement or corrective actions during excessive overload conditions. 

-
The tester verifies that the test results:

-
Contain details of the overload conditions used in the test execution that are consist with the technical description document.

-
Describe test procedures used to verifying the overload control mechanisms.

-
Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

-
Contains details of the test set-up including the mechanisms for creating the overload. Where simulators and/or scripts are used to artificially create a load then details of these should also be included.

Expected Results:

-
A description technical provides a high-level overview of the overload control design.

-
A overview of the types of overload scenarios and overload control thresholds that are considered.

-
Description on the types of attacks that may cause an overload to the system and how these are handled.

-
A description of how the network product discards or handles input during various overload situations.

-
Describes if or how the network product security functions operate and perform during overload.

-
If parts of the system shutdown or take other abatement or corrective actions these should be described.

Note: 
If some of the items listed above are not applicable to a network product then, in those cases, it should be clarified by the vendor why these items are not applicable.

The test results should:

-
Contain details of the overload conditions used in the test execution that are consist with the technical description document.

-
Describe the test procedures used to verify the overload control mechanisms.

-
Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

-
Contains details of the test set-up including the mechanisms for creating the overload.
Expected format of evidence:

Documentation showing each of the points in the results sections.


NEXT CHANGE

4.2.3.4.1.1
System functions shall not be used without successful authentication and authorization.
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Description:

The usage of a system function without successful authentication on basis of the user identity and at least one authentication attribute (e.g. password, certificate) shall be prevented. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating system and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorization requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 

Security Objective references: tba.
Test case: 

Test Name: TC_SYS_FUN_USAGE
Purpose:

To ensure that system functions shall not be used without successful authentication and authorization.

Procedure and execution steps:

Pre-Conditions:

1. The manufacturer shall supply the list of system functions which include network services, local access via a management console, local usage of operating system and applications.

2. The manufacturer shall supply the list of access entries for system functions.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
The tester verifies, based on his/her own experience, that the list is adequate.

2.
The tester verifies that the access entries to use system functions, which are listed by the manufacturer, require successful authentication on basis of the user name and at least one authentication attribute. This applies to both system functions that are locally accessible and those that are remotely accessible via a network interface.


Expected Results:

1.
The network product does not allow to access to any system function provided by the manufacturer without a successful user authentication. 

Expected format of evidence: 

A testing report provided by the testing agency which will consist of the following information:

- 
Description of executed tests and commands

- 
Relevant output (e.g. Screenshot)

- 
Test result (Passed or not)

NEXT CHANGE

4.2.3.5.1
Protecting sessions – logout function
Requirement Name: Protecting sessions – logout function
Requirement Description: The system shall have a function that allows a signed in user to logout at any time. All processes under the logged in user ID shall be terminated on log out. The network product shall be able to continue to operate without interactive sessions.
Only for debugging purposes, processes under a logged in user ID may be allowed to continue to run after detaching the interactive session.

Security Objective references: tba.

Test Name: TC_PROTECTING_SESSION_LOGOUT
Purpose:

To ensure a signed in user can logout at any time.

Procedure and execution steps:

Pre-Conditions:

-
The manufacturer shall declare that it has a function that allows a signed in user to logout at any time.

-
The tester has privileges create a new account or use an existing account.

Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
The tester creates a new account. 
2)
The tester uses the new account or an existing account to log into network product. After x minutes the tester tries to logout network product. 
NOTE: 
The value of x can be arbitrarily set by the tester.

Expected Results:

-
The tester can use a new account or an existing account to log into network product and logout network product after x minutes. 

Expected format of evidence: 

A testing report provided by the testing agency which will consist of the following information:
-
Settings, and configurations used 

-
Test result (Passed or not)

NEXT CHANGE

4.2.3.5.2
Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout
Requirement Description: An OAM user interactive session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period.

Note: 
The kind of activity required to reset the timeout timer depends on the type of user session.
Test Name: TC_PROTECTING_SESSION_ INAC TIMEOUT
Purpose:

To ensure an OAM user interactive session shall be terminated at inactivity timeout.
Procedure and execution steps:

Pre-Conditions:

-
The tester has privileges create an OAM user interactive session.

-
The tester has privileges configure the inactivity time-out period for user interactive session.
-
Session log should be enabled.

Execution Steps

1.
The tester creates OAM user A interaction session.
2.
The tester configures the inactivity time-out period for user A to x minute, for example 1 minute.
3.
The tester does not make any actions on the network production in x minutes. After that, the tester checks whether OAM user A interaction session has been terminated automatically.
Expected Results:

-
In step 3, OAM user A interaction session has been terminated automatically after x minute.
Expected format of evidence: 

A testing report provided by the testing agency which will consist of the following information:
-
Session log 

-
Settings, protocols and configurations used 

-
Test result (Passed or not)

Security Objective references: tba.


NEXT CHANGE

4.3.2.3
No unused software
Requirement Name: Unused software shall not be installed or shall be uninstalled
Requirement Description: 

Unused software components or parts of software which are not needed for operation or functionality of the network product shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).

Test Case: 

Test Name: TC_NO_UNUSED_SOFTWARE

Purpose:

To ensure that there is no unused software or associated components that might be installed in the network product which are not required for its operation or functionality.

Procedure and execution steps:

Pre-Conditions:

A list of all available software and libraries and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:

-
name of the software / library;

-
version of the software / library installed;

-
list of dependencies and versions;

-
any add-ons and functions;

-
any special hardware/debugging ports;

-
software support type;

-
licensing information;

-
brief description of their purpose.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites:

a.
Verification that the list of software / libraries and components is available in the documentation of the Network Product. 

b.
Validation that all entries in the list of software / libraries and components are meaningful and reasonably necessary for the operation of the Network Product class.

2.
Identification of the software /libraries or components which are installed in the system using any suitable command line tools or any other suitable means of determination.

3.
Validation that there are no entries in the list of software / libraries installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation.
4.
Based on his/her experience, the tester will check for known default example files for software installed on the system.

Expected Results:

The report will contain the names and version of the tool(s) used for finding out what software /l ibraries is installed in the system. The detailed report will contain the name and version information of all the software / libraries installed in the system generated by the tool.

The list of all available software / libraries which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software / library not in the list of allowed software / libraries will be highlighted and brought out as a part of the report.

There should be no unnecessary software / library  installed in the network product except for the ones which are deemed necessary for its operation.
There should be no more default example files for the installed software on the system
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information,

-
Settings and configurations used 

-
the output pertaining to the test case performed and,

-
the test results i.e. list of allowed and disallowed software

NEXT CHANGE

4.3.3.1.5
Protection from buffer overflows
Requirement Name: Protection mechanisms against buffer overflows
Requirement Description: 

The system shall support mechanisms for buffer overflow protection. Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 

Note: 
These checks will constitute the test case.

Implementation examples:

Solaris®: Set the following lines in the /etc/system file

set noexec_user_stack=1

Linux®: Set the following lines in the file /etc/sysctl.conf

kernel.exec-shield = 1 

kernel.randomize_va_space = 1

Windows®: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)

NOTE:
Solaris®, Linux® and Windows® are examples of suitable products available commercially. This information is given for the convenience of users of the present document and does not constitute an endorsement by 3GPP of these products.

Test Case: 

Test Name: TC_PROTECTION_FROM_BUFFER_OVERFLOW

Purpose:

To ensure that the system supports mechanisms that protect against buffer overflow. 
Procedure and execution steps:

Pre-Conditions:

1.
A document which provides a detailed technical description of the system's buffer overflow protection mechanisms.

2.
Test results from a test execution phase of buffer overflow protection mechanism testing.

Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1.
The tester verifies that there is:

a)
A technical description of the buffer overflow protection mechanisms that have been implemented on the system.

b)
Details of whether the buffer overflow protection mechanisms are implemented by default or if additional actions (e.g. scripts or commands manually executed) are required. 

c) If manually executed actions are required then detailed instructions should be included in the technical description. 

2.
The tester verifies that the test results:

a)
Describe test procedures used to verify the buffer overflow protection mechanisms,

b)
Contain data which demonstrates/indicates that the buffer overflow protection mechanisms described in the technical description document have been implemented.

c)
Contains details of the test set-up for the testing of the buffer overflow protection mechanisms. Where simulators and/or scripts are used to artificially create the conditions to trigger the buffer overflow protection mechanism then details of these should also be included.

Expected Results:

1.
A technical description of the buffer overflow protection mechanisms that have been implemented on the system.

-
Details of whether the buffer overflow protection mechanism are implemented by default or if additional actions (e.g. scripts or commands manually executed) are required. 

-
If manually executed actions are required then detailed instructions should be included in the technical description. 
2.
The test results should:

-
Describe test procedures used to verify the buffer overflow protection mechanisms,

-
Contain data which demonstrates/indicates that the buffer overflow protection mechanisms described in the technical description document have been implemented.

-
Contains details of the test set-up for the testing of the buffer overflow protection mechanisms. Where simulators and/or scripts are used to artificially create the conditions to trigger the buffer overflow protection mechanism then details of these should also be included.

Expected format of evidence: 
Documentation showing each of the points in the results sections.


NEXT CHANGE

4.4.2
Port Scanning

Requirement Name: Port scaning
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.

The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Security Objective references: TBA

Test Case: 
Test Name: TC_BVT_PORT_SCANNING

Purpose:

To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

1.
all interfaces providing IP-based protocols;

2.
the available transport layer protocols on these interfaces;

3.
their open ports and associated services per transport layer protocol;

4.
and a free-form description of their purposes.



The port scanning tool that is used shall be capable to detect open ports on the relevant transport layer protocols.

NOTE: 
It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator's test laboratory determines another means suitable to verify which ports are open.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites:

a.
Verification that the list of available network services is available in the documentation of the Network Product 

b.
Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the Network Product class

2.
Identification of the open ports by means of capable port scanning tools or other suitable testing means

3.
Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product 

Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.

All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.

Expected format of evidence:

Output of portscan and list of identified discrepancies.
NEXT CHANGE

4.4.3
Vulnerability Scanning

Requirement Name: Vulnerability Scanning
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product, both in the OS and in the applications installed, that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.

Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.

The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Security Objective references: TBA

Test case: 
Test Name: TC_BVT_VULNERABILITY_SCANNING
Purpose:

The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
all interfaces providing IP-based protocols;

-
the available transport layer protocols on these interfaces;

-
their open ports and associated services;

-
and a free-form description of their purposes.

NOTE 1: 
This list is to be validated as part of the BVT port scanning activity.


.

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.
Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product.

2.
Evaluation of the results based on their severity.

Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.

NOTE 2: 
This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA SECAG.

Expected format of evidence:

Output of BVT tool.
NEXT CHANGE

4.4.4
Robustness and fuzz testing 

Requirement Name: Robustness and fuzz testing
Requirement Reference: 4.2.6.2.2. – Interface Robustness requirements

Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Security Objective references: TBA.
Test case: 
Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING
Purpose:

To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).

Procedure and execution steps:

Pre-Conditions:

-
The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)

-
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
all interfaces providing IP-based protocols;

-
the available transport layer protocols on these interfaces;

-
their open ports and associated services;

-
and a free-form description of their purposes.

NOTE: 
This list is to be validated as part of the BVT port scanning activity.



-
The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.

-
Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.

-
It needs to be taken into account that fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.

-
A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.

2.
Execution of available effective robustness test tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.

3.
For both step 1 and 2:

a.
Using a network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product, the tester verifies that the packets are correctly processed by the network product. 

b.
The testers verifies that the network product and any running network service does not crash. 

Expected Results:

A list of all of the protocols of the network product reachable externally on an IP-based interface, together with an indication whether an effective available robustness and fuzz testing tools have been used against them shall be part of the testing documentation. If no tool can be acquired for a protocol, a free form statement should explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information,

-
Settings and configurations used

-    The output log file of the chosen tool that displays the results (passed/failed).

-
Screenshot

-
Test result (Passed or not)

-
Log/evidence tracing possible crashes

-
Any input causing unspecified, undocumented, or unexpected behaviour
