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1
Decision/action requested

This pCR provides an update to Key Issue #1.5 to add a PDU session authorization token in the NAS SM signalling
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References

3
Rationale

Nokia comments:

We decided to add our comments to the present S3-171331, which adds text to the key issue, but these comments also apply to S3-171329 and 1330, which provide additional solutions for TR 33.899 and TS 33.501 respectively. If our comments are accepted then all three pCRs need to be noted. 

Our comments are threefold: 

1) The new requirement and solutions are not needed in 5G phase 1 because they are not borne out by the trust model now accepted for 5G phase 1. 

2) The claim that there would be a risk of bidding down if the new solution was not introduced in 5G phase 1 is not correct. 
3) The idea of an authorization token does not work if the AMF could not be trusted.
Re 1): Wrong trust model

The new text below states: “Such SM signalling between UE and SMF shall not be modified by an intermediate entity between the UE and SMF including the AMF.” But the AMF is the only entity that could possibly modify SM signalling between the UE and the SMF that was selected by the AMF. In particular, no other SMF could intervene. This is so because we have NAS security between UE and AMF, and NDS/IP between AMF and SMF. However, we have decided at the last meeting that, at least for 5G phase 1, the AMF is a trusted entity that does not carry out attacks against UEs or SMFs. 
The new solution seems to assume that a part of a slice, e.g. an SMF, is owned by a 3rd party, and this particular SMF can be trusted by UE and external data network while another SMF cannot be trusted. Another assumption seems to be  that the interface SMF-extDN is secured by a protocol using credentials assigned by the extDN to the SMF that are unknown and inaccessible to other entities in the serving network. Otherwise, any SMF could engage in communication with the extDN and obtain the key MSK from which the proposed authorization token is constructed. Again, this seems to be based on the assumption of 3rd party control over an SMF. However, the SMF is assumed to be under MNO control in 5G phase 1. 

Nokia believes that, at least for 5G phase 1, the UE should be happy with being assured that a) it is talking to a 3GPP network the UE has subscribed to and b) the 3GPP network is talking to an ext DN the UE is associated with. No further assurance is needed in 5G phase 1.
Re 2): No risk of bidding down

In a later phase of 5G, when we will possibly have separate security associations between UE and SMF, with keys unknown to AMF or other SMFs, we will also have a SEAF separate from AMF. It has been decided for 5G phase 1 to co-locate SEAF and AMF. When SEAF and AMF may be separate later the SEAF will remain a trusted entity even if the AMF, for whatever reason, may not; this has been acknowledged by Qualcomm in earlier contributions. The solution against bidding down then is a capability exchange protected by a security association between UE and SEAF, in which the UE is informed about the capabilities of AMF and SMF. This approach is not new, but has been touched upon already in Nokia’s contribution S3-170636 “Evolution scenario for AMF and SEAF from 5G phase 1 to later phases”.
Re 3): Solution ineffective
This point only needs to be discussed if the previous two points are not considered sufficient to reject the three pCRs 1329, 1330, 1331.
If the AMF and other SMFs were not to be trusted and could be controlled by an attacker then the AMF could intercept the token and give it to some other SMF that would then engage in communication with the UE (in this way hijacking the PDU session from the previous SMF). This could be prevented only by full-scale SM signalling integrity protection, something SA3 decided against at the last SA3 meeting. And, furthermore, no signalling protection could prevent malicious re-routing of the user plane if the MNO network was not to be trusted. Only over-the-top protection could prevent this. 
--------------------------------------------------------------------

This pCR provides an update to Key Issue #1.5: Integrity protection for the control plane between UE and network to add PDU session authorization token in the NAS SM signalling. 
In 5GS, SMF is a logically separate network function from AMF and is responsible for PDU session authorization and management. The SMF may be slice specific and hence need to exchange slice specific SM signalling with the UE. Such SM signalling between UE and SMF shall not be modified by an intermediate entity between the UE and SMF including the AMF. This requires that NAS SM signalling need to carry PDU session authorization information protected with a separate security context than the security context used to protect NAS MM signalling between UE and AMF.
The integrity protection of PDU session authorization shall be treated separately from NAS message integrity protection captured in the existing agreement in the TR33.899 v1.1.0 below.

E.1.5.2 
Shall integrity for all NAS messages terminate in a single point?
E.1.5.2.1 
Description of Question

NAS messages between UE and network are MM messages between UE and AMF or SM messages between UE and SMF. SA2 has already decided that all NAS messages for one UE are routed via a single AMF. SA2 has also assigned security functionality for NAS messages to the AMF, but not to the SMF, cf. TS 23.501 v030, clauses 6.2.1 and 6.2.2. An Editor’s Note in these clauses leaves the possibility open for SA3 decisions to override this assignment. 

The question to be answered by SA3 (in the context of key issue 1.5) is whether there shall be a single termination point for integrity protection for all NAS messages, including MM and SM messages. 
E.1.5.2.2 
Interim Agreement
There shall be a single termination point for integrity protection for all NAS messages, including MM and SM messages. This point shall be the AMF.
If the integrity protection of PDU session authorization with a separate security context is not considered in the phase 1 while relying on NAS security, an AMF may always indicate to the UE that the network does not support separate PDU session authorization protection even if separate PDU session authorization protection is supported by the SMF. Then, the UE has to rely PDU session authorization on the AMF irrespective of UE’s capability of PDU session authorization protection complying with the specifications of later phases. This is a bidding down risk and shall be mitigated in phase 1.
4
Detailed proposal
***
BEGIN OF FIRST CHANGE
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5.1.3.5
 Key Issue #1.5 Integrity protection for the control plane between UE and network

5.1.3.5.1
Key issue details

The present key issue covers integrity protection for signalling between the UE and appropriate endpoints in the network.  

In LTE, signalling is integrated protected between UE and AN, and between UE and the CN. This is the basic principle to follow in the NextGen network.
NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

Furthermore, some NAS signalling messages have to be exchanged between the UE and the MME before NAS security activation. For example, the very first attach request is sent before NAS security activation. Some downlink reject NAS messages have also be sent before NAS security activation because e.g., MME cannot get AVs from the HSS and consequently cannot activate NAS security.
For uplink NAS signalling messages sent before security activation (e.g., attach request), attackers can modify the capability information carried in these messages, which may prohibit use of some functions. This is a "bidding-down" attack or "DoS" attack to the UE. 

For downlink NAS signalling messages before security activation (e.g., attach reject or TAU reject), attackers can forge reject NAS signalling messages with special error code which can lead UE into a "no-service" state. This is a DoS attack to the UE.

Countermeasures in LTE for above threats can be found in TS 24.301 [56] and TS 33.401 [31].

It is desirable that above attacks can be countered in next generation system. Current countermeasures in LTE need to be reviewed to see if they address all of the threats identified in the current clause of the current document. And new countermeasures may need to be introduced in next generation system.
In 5GS, SMF is a logically separate network function from AMF and is responsible for session authorization and management. The SMF may be slice specific and hence need to exchange slice specific PDU session authorization information with the UE. Such SM signalling between UE and SMF shall not be modified by an intermediate entity between the UE and SMF including the AMF. This requires that a certain SM signalling need to be integrity protected with a separate security context than the security context used to protect NAS signalling between UE and AMF.
5.1.3.5.2
Security threats 

Without integrity protection, the signallings between UE and network can be modified, injected and replayed by the attacker, which can lead to some severe attacks such as UE impersonation, false network.

An attacker sends a paging message to get the UE to transition to active unnecessarily.
NAS signallings exchanged before security activation can cause e.g., DoS attacks to the UE.
NAS SM signalling can by modified by an intermediate entity on the SM signalling path between the UE and the SMF (e.g., AMF), which may lead to a bidding down attack.

If NAS SM signalling protection with a separate security context is not considered in the phase 1 while relying on NAS security in an AMF, the AMF may always indicate to the UE that the network does not support separate NAS SM signalling protection even if separate NAS SM signalling protection is supported by the SMF. Then, the UE has to rely SM signalling security on the AMF irrespective of UE’s capability of SM NAS signalling protection complying with the specifications of later phases. This is a bidding down risk and shall be mitigated in phase 1.
5.1.3.5.3
Potential security requirements

-
Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.

-
Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.

-
The Next Generation System shall support mechanisms to mitigate the risk caused by NAS signalling messages exchanged before NAS security activation.
-
For bidding down protection, certain parts of NAS SM signalling shall be integrity protected based on a key not known to the AMF.  
Editor’s note: Protection against spoofed paging message need to be considered. The balance between protecting paging messages and the risk of making the UE unreachable need to be taken into account.
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