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***
BEGIN CHANGES
***

Annex I (normative):
Key expansion functions for IPsec ESP

Integrity Keys:

If the selected authentication algorithm is HMAC-SHA-1-96 then IKESP is obtained from IKIM by appending 32 zero bits to the end of IKIM to create a 160‑bit string. 
If selected authentication algorithm is AES-GMAC as specified in RFC 4543 [74] with 128 bit key then IKESP = IKIM. The salt value specified in Section 3.2 of RFC 4543 [74] shall be derived using the key derivation function KDF defined in Annex B of TS 33.220 [66]. The input Key to the KDF function shall be equal to the concatenation of CKIM and IKIM: CKIM || IKIM. The input S to the KDF function shall be formed from the following parameters:
-
FC = 0x58
-
P0 = “AES_GMAC_SALT” 
-
L0 = length of the string “AES_GMAC_SALT” (i.e. 0x00 0x0D)
The salt value shall consist of the 32 least significant bits of the 256 bits of the KDF output.
Encryption Keys:

If selected encryption algorithm is AES‑CBC as specified in RFC 3602 [22] with 128 bit key then CKESP = CKIM 
If selected encryption algorithm is AES‑GCM as specified in RFC 4106 [73] with 128 bit key then CKESP = CKIM. The salt value specified in Section 4 of RFC 4106 [73] shall be derived using the key derivation function KDF defined in Annex B of TS 33.220 [66]. The input Key to the KDF function shall be equal to the concatenation of CKIM and IKIM: CKIM || IKIM. The input S to the KDF function shall be formed from the following parameters:

-
FC = 0x59
-
P0 = “AES_GCM_SALT” 
-
L0 = length of the string “AES_GCM_SALT” (i.e. 0x00 0x0C)
The salt value shall consist of the 32 least significant bits of the 256 bits of the KDF output.
***
END OF CHANGES
***
