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1
Decision/action requested

To take the proposed changes to the CR S3-171271 
2
Rationale

First change in the CR S3-171271, proposes that, eNB may update the S-Kwt and the second change proposes that the WT and UE will use the provided new key when subsequent WLAN authentication is triggered. Combining both the changes, S-Kwt refresh procedure is not in the control of the eNB and completely depends on the UE and the WT subsequent WLAN authentication trigger. 

There are scenarios, where key change on-the-fly of the entire key hierarchy needs to be performed, for example, activation of a native context, when there is mismatch in the PDCP Count when performing Counter Check procedure. In these scenarios, the eNB needs to enforce the use of new S-Kwt immediately, as to refresh all the derived keys (key change on-the-fly of the entire key hierarchy) as soon as possible. 
With the proposed CR S3-171271, the system depends on the subsequent WLAN authentication procedure to happen, which is complete independent and not in the control of the eNB. This is not acceptable, as the compromised S-Kwt is used till the subsequent WLAN authentication procedure to happen, till then DoS attack on the eNB is possible by injecting packets over the WLAN air interface.
If the eNB decided to perform the S-Kwt immediately to refresh the entire key hierarchy, then a mechanism needs to be specified. The simplest procedure which does not require changes to the specification is, the eNB can pull back the bearer and push it back with a fresh S-Kwt. So the proposed text is:

If the eNB decides to perform S-KWT update immediately to refresh the entire key hierarchy, then the eNB shall execute the WT Release procedure and then the WT Addition procedure (see clause G.2.3). 

Further, the proposed change in clause G.2.5.2 is ambiguous, when more than one S-Kwt is provided by the eNB between the subsequent WLAN authentication procedures. The following modification is proposed to remove the ambiguity.
The UE and WT shall start using the latest a fresh S-KWT when subsequent WLAN authentication is triggered.

3
Conclusion
A. It is proposed to include the following updated change in the clause G.2.5.2 of the CR S3-171271:

The UE and WT shall start using the latest a fresh S-KWT when subsequent WLAN authentication is triggered.

B. Also it is proposed to include the following text to be included in the clause G.2.5.2 (in the end) of the CR S3-171271:
If the eNB decides to perform S-KWT update immediately to refresh the entire key hierarchy, then the eNB shall execute the WT Release procedure and then the WT Addition procedure (see clause G.2.3).
