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Abstract of the contribution:

This contribution proposes a mechanism for Authentication and Authorization by an external Authenticator and AAA server during UE requested PDU Session Establishment.
1. Introduction
Key issue #2.1 Authentication framework, provides support for secondary authentication between the UE and an external data network. 
This solution presents a mechanism for EAP authentication by an external Authenticator and AAA server. This will enable over-the-top encryption to be possible based on the key generated from the successful run of EAP based authentication between the UE and an external DN-AAA server.
2. Pseudo CR
***************First change ********************************

5.2.4.30
Solution #2.30: EAP based secondary authentication by an external DN-AAA server
5.2.4.30.1
Introduction

This solution addresses key issues #2.10, #6.1, #6.3 and #8.3. 

The solution provides support for optional-to-use secondary authentication between the UE and an external data network (DN). It is based on the UE requested PDU Session Establishment procedure in clause 4.3.2.2 in TS 23.502 [83] and expands on the PDU session establishment authentication/authorization call flow in clause 4.3.2.3 in TS 23.502[83].

EAP is used for authentication between the UE and a DN-AAA server in the external data network. The SMF endorses the role of the EAP Authenticator and relies on an external DN-AAA server to authenticate and authorize the UE request for the establishment of a PDU sessions. 

Between the UE and the SMF, EAP messages are sent in the SM NAS message. The SMF communicates with the external DN-AAA transparently via the UPF. For example, standard EAP routing rules based on the realm of the received EAP Identity (in the form of NAI) could be used in UPF to forward EAP messages to the DN-AAA server. 

Figure 5.2.4.30.2-1 shows a possible flow where this SMF based secondary authentication is run with an external AAA server. 

5.2.4.30.2
Solution details  

The following figure depicts the general information flow for the present solution.
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Figure 5.2.4.30.2-1 EAP Authentication with an external AAA server

1-3 The NG-UE registers with the network performing primary authentication with AUSF/ARPF based on the network access credentials (e.g. AKA credentials) and establishes a NAS security context with AMF.

4. The UE initiates establishment of a new PDU Session by sending a SM NAS message containing a PDU Session Establishment Request. The NAS message may also contain SM PDU DN Request Container containing information for the PDU session authorization by the external DN.

The UE includes the service it would like to obtain (i.e. S-NSSAI) and the PDN it would like to connect to (i.e. DNN). 

5. The AMF selects an SMF and sends a “SM Request” message with SM NAS as one of its payload. It also forwards the Permanent User ID and the received S-NSSAI, DNN.

6. The SMF obtains subscription data from UDM for the given Permanent User ID obtained from AMF in step 5. The SMF checks whether the UE request is compliant with the user subscription and with local policies. If not, the SMF will reject UE’s request via SM-NAS signaling and skip rest of the procedure.

7. The SMF triggers EAP Authentication to obtain authorization from an external DN-AAA server. 

NOTE: Clause 4.3.2.3 in TS 23.502 [83] describes the transport mechanism for delivery of EAP messages between the UE and the external AAA server.  

8. The SMF sends an EAP Request/Identity to the UE.

9. The UE sends an EAP Response/Identity message. The UE shall send its DN-specific identity complying with Network Access Identifier (NAI) format.

NOTE: Steps 8 and 9 are optional. To avoid this additional round-trip, the secondary authentication identity could be sent in step 4.

10. The SMF selects a UPF and initiates a N4 Session establishment procedure with it. 

This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.

11. The EAP Response/Identity message is routed to the DN AAA Server by UPF. 

12. The DN AAA server and the UE exchange EAP messages as required by the EAP method. 
13. After the completion of the authentication procedure, DN AAA server sends EAP Success message to the SMF.

14. This completes the authentication procedure at the SMF.

If the authorization is successful, PDU Session Establishment proceeds further starting step 6a of Figure 4.3.2.2.1-1 in TS 23.502 v0.2.0. 

15a-15b. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 v0.2.0.
16. The SMF sends “SM Request Ack” to AMF as in step 10 of Fig. 4.3.2.2.1-1 in TS 23.502 v0.2.0. This message includes EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.

17. The AMF forwards NAS SM “PDU session establishment accept” along with EAP Success to the UE as described in steps 11 and step 12 of Figure 4.3.2.2.1-1 in TS 23.502 v0.2.0.

The UE-requested PDU Session Establishment proceeds further as described in clause 4.3.2.3 in TS 23.502 v0.2.0.

In case of a Home Routed deployment, it is the SMF in the HPLMN that takes the role of the authenticator.
Figure 5.2.4.30.2-2 shows the protocol architecture for the support of the EAP based secondary authentication. 
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Figure 5.2.4.30.2-2: Protocol architecture for secondary authentication
The UE communicates EAP related information to the SMF over the NAS protocol (in NAS SM messages). This information is further sent to DN-AAA over NG4 and NG6 via the UPF. 
5.2.4.30.3 Solution based on authenticaton by an external authenticator

In this variant of the solution, the EAP authenticator is an external entity in the Data network (DN). The UE connects to the DN-Authenticator via the MNO network. The EAP messages are carried in NAS between the UE and the SMF, and further between the SMF and the DN-Authenticator via the UPF. The DN-AAA server is sitting behind the DN-authenticator and is not directly accessible to the SMF. 

This scenario enables an external DNAuthenticator to setup over-the-top security between the UE and itself based on the MSK generated from a successful run of EAP-based authentication of the UE.


[image: image3.emf]Over-the-top exchange of EAP messages

UE

(EAP Client)

DN-

Authenticator

SMF

UPF

2.b EAP-Response/Identity

2.a EAP-Request/Identity

3. EAP-Response/Identity

5

. 

EAP

-

Success

4. EAP-Request/EAP-Response messages

Initiate EAP 

Authentication

DN-AAA

(EAP Server)

1. Authentication request

7. Authentication response

[success]

6. EAP Success

EAP Authentication

complete

Further steps as in Figure 5.2.4.30.2-1

Steps 1-7 in Figure 5.2.4.30.2-1


Figure 5.2.4.30.3-1 EAP Authentication by an external Authenticator

1. The SMF initiates EAP authentication by sending Authentication Request to the DN-Authenticator. 

NOTE: This is sent over the N4 session established between the SMF and the UPF, as described in TS 23.502.

Following steps 2 to 6 are out of scope of 3GPP. They are given here for completeness.
2-4 The DN-Authenticator triggers EAP Authentication procedure with the UE. EAP authentication takes place between the UE and the Data Network with messages transported via the SMF and UPF.

5. The DN-AAA server successfully authenticates the UE and provides MSK to the authenticator for generating session specific keys between the UE and the DN.

6. The DN-Authenticator completes EAP authentication by transmitting EAP Success to the UE.

7. The DN-Authenticator provides authentication/authorization result to the SMF with the Authentication Response message containing the result code.
5.2.4.30.4
Evaluation 

FFS
***************End change ********************************
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