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Rationale

This pCR presents a variant of the original authentication procedure for EPS AKA*. The latter was submitted as S3‑171373. The text where the present pCR differs from S3‑171373 is shown as revision by author ‘gh2’.
Nokia is still fine with the original proposal in S3‑171373, and, as expressed in the comments submitted to NSA conf call#20, Nokia does not believe the objections against this proposal to be valid. 

But Nokia could also accept the variant proposed in the present pCR if it helps to achieve consensus. Of course, only one version of EPS AKA* should be approved. 
The present variant still achieves two goals: 

· legacy USIMs and AuCs can continue to be used in 5G;

· the changes from EPS AKA to EPS AKA* are still reasonably small. 

The main change in the present variant, compared to the original EPS AKA*, is that, instead of XRES, a modified XRES, named XRES*, is used. RES* and XRES* are computed in the ME and the ARPF from RES and CK, IK, serving network name (SNN), and RAND, i.e.

RES* = KDF (CK, IK, RES, SNN, RAND) where RES* shall have a length of 128 bits. (Similarly for XRES*)
The point is that the visited network cannot compute or guess XRES* because CK, IK remain in the ARPF and UE respectively. 

The concept of SNN is explained in a companion contribution S3‑171398 on “Question and agreement on granularity of anchor key binding to serving network”. It is proposed that the SNN contain at least the VPLMN id and the string ‘5G’.

With this change, also the Nokia concerns on Ericsson’s proposal presented at NSA conf call#20 on 3 May, no longer apply: 

Ericsson had proposed to send H(XRES, RAND) from AUSF to SEAF. Nokia expressed the concern that the SEAF could perform an exhaustive search of XRES, no matter how long RAND was, unless the length of XRES was greater than 64 bits. But that greater length would have prevented the use of legacy USIMs based on MILENAGE. 
Our new variant now proposes to send H(XRES*, RAND) from AUSF to SEAF. Due to the length of XRES*, the SEAF is no longer able to successfully perform an exhaustive search of XRES*. And because RES* can be computed in the ME legacy USIMs can continue to be used. 
At the same time, this new variant makes the authentication response RES* 5G-specific, which should also address the concerns raised by Huawei at conf call#20.
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6           Security Procedures between UE and 5G Core Network Functions          

6.1
Primary authentication and key agreement

6.1.3.2
Authentication procedure for EPS AKA*
EPS AKA* enhances EPS AKA, as defined in TS 33.401 [xx] with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA (except for the means to transport authentication messages over N1 and a modified authentication response). 

EPS AKA* is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.2-x: 

When the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EPS AKA* as the authentication method, the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 

The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EPS AKA*. The ARPF generates an authentication vector according to TS 33.401 [xx] with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [xx]. The ARPF then transforms the authentication vector into a new authentication vector by replacing KASME with KASME* and XRES with XRES*.
KASME* is computed as per the Normative Annex x with CK, IK, SQN ( AK, and the value of < serving network name> being the input parameters. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

Editor's Note: It is ffs whether the outcome of the discussion on the granularity of serving network authentication, cf. clause 6.1.1.3, will result in the computation of a KASME* different from KASME as computed in EPS. 
XRES* is computed as per the Normative Annex x with CK, IK, RES, RAND, and the value of < serving network name> being the input parameters. XRES* shall have a length of 128 bits.

The ARPF then returns the requested number of transformed AVs to the AUSF in an AV-Resp. 
The AUSF stores XRES* temporarily until a protocol timer expires. 

Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF then generates HXRES* from XRES* by computing

HXRES* = SHA-256 (XRES* || RAND), truncated to 128 bits. 
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The AUSF then returns one or more authentication vectors AV* to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The only difference between AV* and the transformed AV received from the ARPF is that AV* contains HXRES* while the transformed AV contains XRES*. 
The SEAF understands from the 5G-AIA that the authentication method used is EPS AKA* and that the included authentication vector is of type AV*, not AV. 

Editor's Note: It is to be defined by CT4 how the SEAF can learn this from the 5G-AIA. 

Furthermore, the AUSF tells the SEAF whether a confirmation message is required. 

NOTEx: The AUSF may have a policy to always require a confirmation message, or adopt a more fine-grained policy depending on the trust in the roaming partner. The AUSF may learn from a database of roaming partners whether a confirmation message is required.

Editor's Note: It is whether the AUSF should also include the value of the timer in the message to the SEAF if the AUSF requires a confirmation message so that the SEAF can know within which period it has to use the received authentication vector. 

If the AUSF requests a confirmation message from the SEAF then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 

The SEAF sends RAND, AUTN to the UE, as described for EPS AKA in TS 33.401, in a NAS message Auth-Req. The USIM returns RES, CK, IK to the ME, as described for EPS AKA in TS 33.401. The ME then computes RES* from RES in the same way as the ARPF computed XRES* from XRES and returns RES* to the SEAF in a NAS message Auth-Resp.
The SEAF then computes HRES* from RES* in the same way as the AUSF computed HXRES* from XRES* and compares HRES* and HXRES*. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the key KASME* received in AV* shall become the anchor key in the sense of the key hierarchy in clause 6.6. 

If the authentication was successful, and if a confirmation message is required, the SEAF sends RES*, as received from the UE, in a newly defined 5G Authentication Confirmation (5G-AC) message (containing the subscriber identitfier and the serving network name) to the AUSF. 

When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired the AUSF compares the received RES* with the stored XRES*. If they coincide the AUSF considers the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in clause 6.1.4. 
If the confirmation message is not successfully verified the AUSF acts according to the home network’s policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is ffs whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

*******************END OF PCR*******************************************
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