3GPP TSG SA WG3 (Security) Meeting #87
S3-171333
15 – 19 May, 2017, Ljubljana, Slovenia
revision of S3-170836
Source:
Qualcomm Incorporated
Title:
pCR to update solution #7.4: Privacy enhanced Mobile Subscriber Identifier (PMSI) to clarify the PMSI synchronization
Document for:
Approval

Agenda Item:
8.3.7
1
Decision/action requested

This contribution provides an update to the solution #7.4 to clarify the PMSI synchronization.
2
References

None.
3
Rationale

This contribution provides updates to the solution #7.4 to clarify the PMSI synchronization. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TR 33.899
***
BEGIN OF FIRST CHANGE
***
5.7.4.4.2
Solution details  

A NextGen UE is provisioned with an IMSI and an initial PMSI associated with its subscription by the operator. The PMSI has the same format as IMSI so that a serving network is able to determine the home PLMN based on the first 5 or 6 digits of the PMSI. 

The solution is described assuming that the CP-CN and SEAF are co-located to make the flows easier to understand as they look like LTE. It was also assumed that KASME is the name of the key provided in the authentication vector (AV). 

When the UE attaches to the network, the UE provides its PMSI in the attach request. When a CP-CN/SEAF receives the attach request from the UE, it sends an authentication information request including PMSI to the AUSF. Upon receiving the authentication information request, the AUSF retrieves the PMSI from the request and identifies the corresponding IMSI associated with the PMSI. Based on the identified IMSI, the AUSF prepares an authentication vector as in LTE. In addition to the authentication vector, the AUSF selects (or derives) a next PMSI that would be used for the next attach by the UE. The next PMSI is encrypted using a shared key with the UE and included in the authentication information response message for the CP-CN/SEAF. The CP-CN/SEAF forwards the encrypted PMSI to the UE in the NAS authentication request message. 

Editor’s note: It is FFS to find out whether the PMSI update procedure could be piggy-backed into the AKA procedure. This would enable the possibility for PMSI update also when the UE is connected to a legacy serving network.  

If the authentication with the CP-CN/SEAF is completed successfully, the UE acknowledges the receipt of the next PMSI to the AUSF. The CP-CN/SEAF in the serving network can request the IMSI associated with the PMSI when it is required.

Editor’s note: LI aspects in VPLMN are FFS.
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Figure 5.7.4.4.2-1. Attach procedure using PMSI

The initial PMSI and PMSI derivation key (i.e., KPMSI) are installed at the UE and AUSF. The PMSI derivation key is used to confirm that the UE and AUSF have been synchronized with the next PMSI that would be used for the next attach.

Editor’s Note: how to provision the initial PMSI and PMSI derivation key is FFS.

1. The UE sends an attach request using the PMSI to the network. When the CP-CN/SEAF receives the attach request message from the UE, it sends an authentication information request message to the AUSF where the authentication information request message includes PMSI and the serving network identifier. The AUSF identifies the IMSI that is associated with the PMSI and prepares an authentication vector, i.e., AV. Then, the AUSF selects the next PMSI that would be used by the UE for the next attach. The next PMSI (i.e., PMSI_next) is derived from the PMSI received from the CP-CN/SEAF as follows:

PMSI_next = MCC | MNC | Truncate-x(F1(KPMSI, PMSI))

where F1 is a PMSI derivation function, e.g., HMAC-SHA-256, KPMSI is a PMSI generation key, MCC is the mobile country code and MNC is the mode network code, and Truncate-x is a function that truncates the input to x bits (e.g., by taking the first x bits of the input).

PMSI is associated with an index for at least two reasons. First, the PMSI_next derived for the UE may be currently used by another UE. In such case, the AUSF derives a new PMSI_next by running the PMSI derivation again using the PMSI_next as input to F1. This derivation continues until a new PMSI is not currently being used by other UEs. Whenever a PMSI next is derived, the associated index is increased by a certain number (e.g., 1). This index is provided to the UE so that the UE can derive the correct PMSI_next using the index. Second, the use of index to calculate PMSI ensure that PMSI is fresh for that user. 

2. The AUSF sends an authentication information response to the CP-CN/SEAF including the authentication vector and the PMSI_next and index pair. The PMSI_next and index pair is encrypted using a key (AK2) that is only known to the UE and AUSF. This key is derived based on KPMSI as:

AK2 = KDF(KPMSI, RAND) 

where KDF is a key derivation function and RAND is a random number. The same RAND used for deriving AUTN in AV may be used for the key derivation.

At this point, the AUSF sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach; and sets the pending PMSI acknowledgement flag.

a. PMSI_prev = PMSI

b. PMSI = PMSI_next

c. Pending ack = 1.

NOTE 1: 
If the ongoing authentication procedure fails for some reason, there would be a case that the UE may not have received the PMSI_next after sending an attach request to the network. In such case, the UE needs to attach to the network again using the same PMSI that was used for the previous failed attach. If the AUSF was not acknowledged the receipt of the PMSI_next from the UE, the PMSI_prev may be used by the AUSF to identify the IMSI. 

The CP-CN/SEAF sends an authentication request message to the UE based on the received AV. Also, the CP-CN/SEAF includes the encrypted PMSI_next and index pair in the authentication request message.

Editor’s note: It is FFS whether PMSI encryption method could be such that encrypted PMSI_next and index pair could be embedded into parameters of the legacy authentication request message.  

3. The UE performs authentication with the CP-CN/SEAF and if the authentication is successful, the UE derives the AK2 in the same way as in the AUSF. Using the AK2, the UE decrypts the PMSI_next and index pair and verifies the PMSI_next by deriving it in the same way as in the AUSF. If the PMSI_next and index pair is verified, the UE sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach.

d. PMSI_prev = PMSI

e. PMSI = PMSI_next

Until the next attach occurs, the UE uses the PMSI_prev as its identifier and provides it to the network when requested.

The UE sends the PMSI acknowledgement (i.e., PMSI ACK) message that includes the acknowledgement token (ACKTN) to the AUSF, where the ACKTN is constructed as:

ACKTN = MAC-A 

where MAC-A = F2(AK3, PMSI_next | index) 
where F2 is a message authentication function and AK3 = KDF(KPMSI, "ACK authentication key")
NOTE3: 
ACKTN is used to acknowledge the receipt of PMSI_next and index.

The CP-CN/SEAF forwards the PMSI acknowledgement received from the UE and the associated PMSI to the AUSF. 

Editor’s note: Including the associated PMSI (that was sent in message 1) in the PMSI acknowledgement message enables the AUSF to identify the PMSI_next that shall be acknowledged. Whether the CP-CN/SEAF or the UE includes the PMSI in the acknowledgement message is FFS.
Editor’s note: whether the acknowledgements could be embedded into legacy signalling messages is FFS. This would enable PMSI update also when UE is connected to a legacy serving network.
When the AUSF receives the PMSI acknowledgement message, the AUSF verifies the ACKTN by deriving it in the same way as in the UE. If the verification is successful, the AUSF clears the pending PMSI acknowledgement flag (i.e., Pending ack) set in step 2. 

Editor’s note: It is FFS in which message, the serving network may obtain the IMSI associated with the PMSI.

Editor’s note: Dealing with the failure cases, e.g the HSS losing PMSIs, without revealing IMSI is FFS.

After completion of step 3, the UE and AUSF are synchronized with the PMSI_next. 

There are two cases of message loss that results in temporary PMSI desynchronization. 

First, the next PMSI allocation message sent from AUSF to UE in step 2 may be lost due to packet drop. This loss scenario results in attach failure and triggers the UE to resend the NAS attach message using the current PMSI. When the AUSF receives an authentication info request, the AUSF can locate the PMSI from the list of PMSIs whose PMSI_next has not been acknowledged and proceed with the authentication procedure. 

Second, the PMSI acknowledgement message sent from the UE to the AUSF in step 3 may be lost. This loss scenario does not result in attach failure, yet leaves the corresponding PMSI_next at the AUSF in the pending acknowledgement state. When the UE uses the PMSI_next for attach next time, the AUSF can locate the PMSI_next from the unacknowledged PMSIs and proceed with the authentication procedure.

In both loss scenarios, the PMSI_next is desynchronized until the next attach by the UE. However, the PMSI_next desynchronization is temporary and is resolved when the UE sends an attach message next time as a normal UE behavior. Note that sending an attach message in the aforementioned loss scnearios is a normal UE behavior. Therefore, PMSI desynchronization is automatically handled by the protocol and no extra synchormization mechanism is needed.


Editor’s Note: The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI.

***
END OF FIRST CHANGES
***
�Replaced with the added text above.
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