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1	Decision/action requested
Proposal for efficient handling of privacy by HSS-AUS or by SLF for TR 33.899. The solution is related to key issue #7.2 on concealment of subscription identifier
2	References
 [1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
3	Rationale

4	Detailed proposal
**** Begin Change ****
[bookmark: _GoBack]Note to editor: solution is related to key issue #7.2 on concealment of subscription identifier
ALL TEXT NEW
[bookmark: _Toc467573436][bookmark: _Toc467858242]5.7.4.X	Solution #7.X Efficient handling of privacy protected AV requests
[bookmark: _Toc467573445][bookmark: _Toc467858251]Solution #7.3a describes the so-called home network asymmetric key based solution by which a home PLMN has made available its public key to all UEs (home network subscribers). Solution #7.4 describes one variant of symmetric key solution using pseudonyms that need to be mapped to the permanent subscription identifier. Other solutions describe so-called serving network based managed asymmetric key solutions. In all solutions, it is generally agreed that it will be the home network provider who provides the authentication vectors to the visited network’s SEAF. 
In the following, focus is set to the so-called home network asymmetric key based solution. However, the proposed solution can be similarly applied to the other solutions as well.
Since Privacy will depend on regulation, HSS would need to be implemented to handle both types of authentication vector requests, i.e. to process “normal” attach request if the 5G UE has not applied privacy or to process a “privacy” attach request, i.e. first decrypting the message. For an efficient handling of the AV request, it is necessary that the HSS (AUSF) makes a fast decision, for which permanent identity the AV is requested. Thus, means to allow HSS an efficient handling of the AV requests should be supported. For example, the UE could indicate that it has used privacy, i.e. the permanent subscription identifier is concealed.
Further, an operator may have implemented multiple HSSs (AUSFs) which allows him to manage distinct sets of users in different HSSs/AUSFs. For this in 4G a SLF (server location function) is implemented in front of a set of HSSs. Similar functionality will be needed for 5G. The SLF need to analyse an attach request of a user first and routes it to the correct HSS. If one of the solutions as sketched above is used, the SLF may need to have additional tasks to fulfil before routing is possible. E.g. if the home operator uses an SLF to split its set of subscribers, the SLF would need to evaluate (or decrypt) the received privacy protected identifiers first. 
Thus, in a 5G network where the permanent subscriber identity (IMSI) is encrypted, an SLF would need to take over the decryption. Further the SLF would need to keep a database of all subscribers’ profile with the routing information, i.e. profile should map a subscribers permanent identity (IMSI) to one of the HSSs in the network to forward the request for authentication vectors after decrypting the received (encrypted) IMSI. Therefore, instead of an HSS public/private key pair, now the SLF would need to store and use the home network private key. Since an SLF is placed in the home operator’s domain and considered to be trusted, it may be sufficient to continue communication between SLF and HSSs without further protection. NDS-IP can of course always be applied.
In summary, the usage of an SLF would simplify the newly needed privacy management for the HSS (AUSF) in 5G networks up to the point, that HSS is not changed at all. Even with protecting subscription identifiers over the air, this would be transparent for the HSS but the SLF would need to deal with the privacy feature then.
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