3GPP TSG SA WG3 (Security) Meeting #87
S3-171266
15-19 May 2017; Ljubljana (Slovenia)
Source: 

Intel

Title: 
pCR to 33.899: Updates to Key agreements to key issue #4.14

Document for:
Approval, 
Agenda Item:
8.3.4
1
Decision/action requested

It is requested to approve following changes to Key Issue
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System."
3
Rationale

The Key issue 4.14 described in 5.4.3.14 talks about security threats using C-RNTI. This contribution is to clarify the interim agreement so as to reflect the current status in other working groups, e.g. RAN2 and SA2.

For Rel-15, new features of RRC inactive state in NR will be introduced.
NG RAN can initiate paging Request when the UE is in an inactive state.  The temporary identifier for RAN Paging is still needed to be defined and will be different from RAN identifier C-RNTI.  Privacy issues for this potential new RAN paging identifier for RRC Inactive mode needs to be evaluated in phase-1. Therefore, it is proposed to revise the key agreement for RAN level temporary identifiers to make it explicit that privacy solutions for C-RNTI only will not be addressed in Phase 1. 
4
Detailed proposal
***************Start of Changes****************

E.4.14 
Questions and interim agreements for key issue #4.14
E.4.14.1
Addressing privacy of RAN level temporary identifiers
E.4.14.1.1
Description of question

Is there a need of NextGen specific privacy solution for RAN level temporary identifiers?
E.4.14.1.2
Interim agreement
It is agreed that NextGen specific privacy solutions for C-RNTI is not to be addressed in Phase 1.

***************End of Changes****************
