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1	Decision/action requested
This contribution propose a solution for key Handling in RRC Inactive state to RRC active state transition.  
2	References

3	Rationale
The proposal reuses the key handling in legacy RRC resume procedure for key handling in 5G. 
4	Detailed proposal

It is proposed to approve below pCR. Since all texts are new, revision mark is not used.
**********************Begin of changes********************************
Solution 4.x: key Handling in RRC Inactive state to RRC active state transition
5.4.4.x.1 Introduction.
This solution addresses key issue 4.7. 
In 4G system, the RRC inactive state keeps AS context at both UE and eNB. When UE is trying to transmit user data, the UE may return to connected state to establish the DRB by RRC resume procedure, and then transfer the data. Since 5G has similar security requirement for forward and backward security with 4G, the key handing in RRC resume procedure may be reused in 5G. 
5.4.4.x.2 Solution details
In clause 7.2.11 in TS 33.401, when a UE triggers RRC resume procedure to a new eNB, the target eNB gets a KeNB* after fetch the UE context from source eNB, and UE derives a KeNB* after receiving the RRC Connection Resume message, which ensures backward security. Moreover, the target eNB can initiate an intra-cell handover to UE to derive a KeNB’ using NCC received from Path Switch Request Acknowledge, which ensures forward security. Then, the data could be transferred protected by the KeNB’, which satisfied the backward and forward security requirement. 
Thus, the key handling in legacy RRC resume procedure is secure enough to be adopted to 5G. 
5.4.4.x.3 Evaluation
The proposed solution reuse the existing procedure and maintains the forward security and backward security for data transmission. 
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